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Chapter 1. Introduction
1.1 Scope

This document describes the interface for host applications operating above the IT700 modem, on which the
Y-NET protocol stack resides. Before reading this document, it is recommended to review Y-NET Protocol
Stack Overview in order to gain an in-depth understanding of the Y-NET protocol.

Readers of this document will benefit from:
e Guidelines for creating new applications using the host interface.

e In-depth understanding of the Y-NET protocol stack interface with host applications (from the host
perspective).

e Ability to choose correct Y-NET stack and IT700 modes and settings most fit for the individual
requirements of a host application.

e Knowledge of IT700 architecture and its hardware interface with an external microcontroller on which
host applications reside.

e Complete and detailed understanding (format and functionality) of the commands supported by the
host interface to implement host applications above IT700.

1.2 Document Organization

The remainder of the document is organized as follows:

e Chapter 2 describes the procedure required for developing basic plug and play host applications for
novice IT700 developers and/or simple network installation scenarios.

e Chapter 3 provides a general description of the physical (UART) and logical (command set) interface
between IT700 and the host application.

e Chapter 4 consists of an in-depth description of advanced options for the development of host
applications. This section is intended for developers that require more flexible applications and
requires an understanding of the stack, modem processes and options.

e Chapter 5 consists of the format and structure of the commands supported by the command set.
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Chapter 2. Developing Basic Host Applications

Figure 2.1 illustrates the high-level procedure required for developing basic plug and play host applications
that form a logical network and enable transmission and reception among modems in a network of IT700
modems configured to their default settings.

To convert this procedure into working code, the interface description in Chapter 3 and a minimal subset of
the command set presented in Chapter 5 should be reviewed and implemented.

IT700 Power-On
Legend

End User
Activities Wait for “Reset” Response
from IT700 (1)

Host Activities

Set IT700 Parameters(2)

Save Parameters to NVM

3)

Command IT700 to Go
Online (4)

Wait for connectivity

indications from IT700 (5)
Firmware Activity On Disconnected
Monitoring (7) Indication from IT700 (9)

Do Application Logic (6)

Figure 2.1: Step by Step Instructions for Forming a Logical Network

(1) “Reset” response primitive (see Section 5.4.2.1) is issued to the host upon IT700 power-on. The Host
should detect Reset response to validate proper wake-up of IT700 microcontroller. Prior to the “Reset”
response primitive, a BSP “Welcome” message is issued and may be discarded by the application — see
Appendix B.4 for more details about BSP.

(2) This step should be performed to override the IT700’s default settings upon the first power—up, to repair
corrupt parameters or due to applicative considerations (see Appendix B).

IT700’s default configurations are a RS node configured to FCC in a single logical network environment
(network size is 10 nodes) without any restrictions on admission using warm start.
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)

4)
)

(6)

Configuration of IT700 parameters is accomplished by sending a “Set Device Parameters” request
primitive (see Section 5.4.4.2). The most typical configurations required to override the above defaults are
as follows (configurations order is critical):

e The S/N (Serial Number) is a globally unique 16-byte sequence (different than all 0x00 or 0xFF) to be
defined and configured by the application”. To configure the S/N of a node use the ‘Set Device
Parameters’ command, where the ‘Table Type’ field should be set to “S/N” and the ’Index’ field to
0xBAAB. To ensure S/N uniqueness among customers, the S/N value should be determined according
to the instructions provided on Appendix B.6.

e  When the regional settings should be different than FCC (i.e. ARIB or CENELEC), send the “Set
Predefined Parameters” command (see Section 5.4.3.1). The “Region” field should be set according to
the operating band (ARIB or CENELEC).

e For the NC node only:
o Set the “Operation Mode” parameter to “NC”.

o Set the “NC Database Size” parameter to the Maximal number of RS that are allowed to join
the network. The NC will define it databases size according to this parameter.

o Set the “Network Size” parameter to the number of nodes participating in the physical network,
keeping in mind that in one physical network there maybe multiple logical networks). It is required to
set an identical value to all nodes participating in the network.

. Important Note
Setting the “Network Size” parameter is critical for the NL management to operate properly:

e Setting it too low causes excessive management traffic and might degrade network
performance.

e Setting it too high causes slower reaction by the Y-NET Stack management processes.

Saving the parameters settings is performed by sending “Save Device Parameters” command (see
Section 5.4.3.4). Once the parameters are stored, IT700 will retrieve the settings from the NVM on
subsequent power-up (i.e., no need to repeat step (2) every time IT700 is turned on).

Command IT700 to Go Online by sending the “Go Online” request primitive (see Section 5.4.2.2). Once
the device goes online, data and management services will become active and available to the host.

In RS nodes, wait for “Connected to NC” indication from the IT700 (see Section 5.4.6.9). At this point the
RS is ready to send messages to the NC.

In NC nodes, wait for “Network ID Assigned” indication from the IT700 (see Section 5.4.6.12). When
received, the NC is ready to connect new RS to its network. From this point on, the NC will be
continuously informed about new RS connections by “New Connection to NC” indications arriving from
the IT700 (see Section 5.4.6.11) and indicating link establishment with the newly connected RS.
Application logic operations may include application messages transmission using the ‘“Packet Tx”
command (see Section 5.4.5.1) and according to the instructions on Section 4.2.2.2.1, handle “Rx
Intra/Inter-networking packet” indications from IT700 (see Sections 5.4.5.3 and 5.4.5.4), handle
management indications from IT700, handle application user interface logic, perform HAL operation, etc.

Applicative recommendations and considerations are provided in Appendix C.

" The S/N settings is not mandatory when using IT700 PIMs manufactured by Yitran as these PIMs are pre-flashed with a
unique S/N during production.
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(7) It is recommended to implement firmware activity monitoring logic by periodically polling the External
Host Interface (optionally using the NOP command) and verifying correct response from the IT700. If no
response is received from the IT700, the Host should issue a reset sequence.

For devices that require very high reliability using the IT700 in the chip version (i.e., not in the PIM
version) the IT700 provides an “activity monitor” Pin (P1_3) that may be used by an external circuitry to
monitor correct operation. This pin toggles every 0.8 + 0.1 sec for all bands, beside CA2, for which it is
1.240.1 sec. If the pin toggle-period is longer than 1.7 sec, the IC should get a reset sequence. For further
details, refer to the IT700 Data Sheet document.

(8) The NC application can retrieve information concerning the Remote Stations participating in the network
using the ‘Get Node Information’ command (see Section 5.4.5.5). Using this command, the NC
application may be exposed to the Node ID, Parent ID, Serial Number and Connectivity status of any RS
in the logical network.

(9) The NC application may track any change in connectivity status with RS using the “Connectivity Status
with RS indication (see Section 5.4.6.5).

(10) The RS application may occasionally receive a “Disconnected from NC” indication (see
Section 5.4.6.10). The RS application should wait till it is reconnected to the NC, as described in Step 5, in
order to continue transmitting messages to the NC.
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The indications and responses to the host application over time for an NC node implementing the above
procedure are illustrated in Figure 2.2.

Indicates NC is ready to transrhit
receive packets and background
management processes are operating Each indication indicates Each indication indicates about

Indicates Network 1D Selection. Successful joining of an RS node Change in connectivity status with RS

After this indication, NC is
ready to join nodes into the

network
(Connectivity Status ~ Connectivity Statt@
Reset Go Online Network ID New Connection New Connection With RS With RS
Response Response Assigned to NC to NC (Invalid connection) (Valid connection)

/|\

[ N I NS I PN

Time
Go Online Legend
IT 700 Response/ Host Request é;?;g:rgf
Indication to Host  To IT700 Time

Figure 2.2: IT700 Indications/Responses to Host over Time (NC)

The indications and responses to the host application over time for an RS node implementing the above
procedure are illustrated in Figure 2.3.
If this is the first Connected to NC indication

after cold start, it indicates that the RS has
successfully joined the network.

Indicates RS is ready to transmit/
receive packets and background
management processes are operating

In most cases, the In other less likely cases, it takes a
connectivity to the NC while for the connectivity to the NC
recovers quickly. to recover.
Reset Go Online Connected to ( Disconnected Connected to W( Disconnected Connected to w
Response  Response NC from NC NC from NC NC

Go Online Legend:
IT700 Response / Host Request é::i'g:r;
Indication to Host To IT700 Time

Figure 2.3: IT700 Indications/Responses to Host over Time (RS)
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Chapter 3.  General Description of the Host Interface

3.1 Introduction
The architecture of IT700 consists of pre-programmed firmware integrated on the flash memory of an 8051
microcontroller on which Yitran’s Y-NET protocol stack is implemented.

IT700 uses UARTO as the communication interface with a host application. IT700 serves as a “closed” PLC
modem chip. An external host and application controller is required to implement application layer
functionality. The host controller connects to IT700 through a full-duplex UART physical interface. A
command set protocol provides the logical interface between the host controller and IT700.

The subsections below provide a general description of the physical and logical interface between IT700 and
the host application as follows:

e UART interface description (see Section 3.2).
e Command Set Protocol overview (see Section 3.3).
e UART interface guidelines (see Section 0).

3.2 UART Interface Description

3.2.1 Physically Connecting I'T700 to an External nC
The hardware interface between IT700 and an external host pC is described in Figure 3.1 and in Table 3.1.

PO_3

s IT700

N EXT_RESET N

Figure 3.1: Hardware Interface between Host and I'T700

Pin Name Pin Interface Description
Number Function
PO 3 50 TXD UART data output (IT700 — Host)
PO 4 49 RXD UART data input (Host — IT700)
EXT RESET N 45 RESET RESET (active low)

Table 3.1: IT700 Interface to Host - Pins Description
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. Important Note

All the hardware devices connected to IT700 (i.e. power supplies, external micro controllers, USB
connection to PCs, etc.) must be connected to the same GND (ground). IT700 is sensitive to different
grounding sources. Unrecoverable faults may be experienced due to use of different grounding
sources.

3.2.2 UART Communication Parameters
The communication parameters of the UART Host interface should be set to the values in Table 3.2.
Parameter Value
Communication Rate [bps] 38400°
Data [bits] 8
Parity [bits] 0
Stop [bits] 1
Flow Control Off

Table 3.2: UART Interface Parameters

The host may configure the UART to a different baud rate by sending a “Set Device Parameters” command
(see Section 5.4.3.2) and configuring the “UART Rate (Div 10)” parameter (see Appendix A.1). IT700 will
use the new baud rate in the next power-up.

33 Command Set Protocol Overview

3.3.1 Command Set Primitive Definitions

The logical interface between IT700 and the host application (over UART) is based on a simple command set
protocol supporting the following primitive types:

e Request: the host application sends a Request primitive to IT700 requesting to initiate its service or
command.

e Response: IT700 sends a Response primitive to the host application in response to the above Request
primitive.

e Indication: IT700 issues Indication primitives when it is required to inform the host application of
significant networking events.

Commands in the host interface command set (see Chapter 5) consist of the structure of individual primitives.

3.3.2 Synchronization on Command Start (Command Start Byte)

In order to simplify synchronization on the interface commands, all IT700 primitives
(Request/Response/Indication) use a constant value in the first byte of the command. The host application
should discard any Response or Indication sent from the IT700 with an inappropriate starting byte. In the
opposite direction, IT700 will start the decoding of commands sent by the host, only once an appropriate start
byte was received.

T The actual communication rate of the IT700 UART interface is 37900. If the UART application can not operate at the
exact rate of 38400, it should use a value within the range of 37900 £1.5%
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3.3.3 Command Groups by Services

The commands in the command set are separated into a number of groups:

e Embedded Services Commands: provide cross-layered, general system services such as Free
Memory, Write/Read NVM and Get Version.

e Stack Services Commands: provide cross-layered services required by the Y-NET protocol stack
such as Reset, Go Online, etc.

e Configuration and Monitoring Commands: provide set, get or save parameters from one of IT700
configuration tables.

e NL Management Commands: monitor NL. Management parameters, interface with services that
require information from the host application and report about significant networking events.

e Data Commands: handle the transmission and reception of data packets as well as access to the
source routing table.

34 UART Interface Guidelines

34.1 Full-Duplex Operation

The UART communication between the host application and IT700 is full duplex. Therefore, when the host
sends a request primitive to IT700, IT700 may simultaneously send a response or indication to the host. The
host application should be designed to handle the full-duplex communication channel.

3.4.2 Single Host Requests

IT700 can handle a single host request until it issues a response primitive. Therefore, the host application must
not transfer request primitives to IT700 prior to receiving a response for the previously sent request primitive.

343 Receiving Packets while Waiting for Response from I'T700

The host application should support reception of data packets while waiting for a response primitive.

344 Watchdog Resets

Although unlikely, IT700 may reset itself at any time due to an internal watchdog circuit. This is indicated by
receiving the Reset response primitive (see Section 5.4.2.1), without the host application sending a Reset
request primitive or performing hardware reset. The host application should also implement 200 msec timeout
for the duration between two consecutive bytes in a packet received from IT700. Timeout expiry indicates that
IT700 reset occurred and bytes received prior to this trigger should be discarded.

In addition, periodic firmware activity monitoring is recommended (see Appendix C).

3.4.5 Response Timeout

The host should wait for a response primitive from IT700 after sending a request primitive for 20 seconds.
Timeout expiration without reception of a response primitive from IT700 indicates an error. Note that the
response will almost always arrive much faster than the timeout and is set high to support long IT700
processes (write to EEPROM, remote configuration, etc.).

Copyright © Yitran Communications Ltd. Page 17



Ay IT700 Host Interface

@Yi'l'ran Proprietary Information Command Set User Guide
AN IT700-UM-002-R 2.2

3.5 EEPROM

Using an external EEPROM is mandatory for NC. For a RS the EEPROM is optional. Further information on
the EEPROM requirements is provided in the table below.

The different EEPROM capacity options are detailed in Table 3.3.

EEPROM Capacity Supports RS Supports NC Supports Remote
Version Download

None +
32Kbit + +
1Mbit + + +

Table 3.3: EEPROM Capacity Options
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Chapter 4. Developing Advanced Host Applications

4.1 Introduction

The following subsections provide in-depth details on advanced options supported by IT700 for developing
host applications. It is assumed that the reviewer of this section has experience developing simple host
applications above IT700, as described in Chapter 2. Further applicative considerations and recommendations
are provided in Appendix C.

e Host involvement in Y-NET stack processes (see Section 4.2).

e IT700 indications/responses to host over time in different modes of operation (see Section 4.3).

4.2 Host Involvement in Y-NET Stack Processes
4.2.1 Introduction

The typical involvement of the host in the Y-NET stack processes and services is summarized in the following
sub-sections as follows:
e Section 0 summarizes host involvement in data services provided by IT700.
e Section 4.2.3 summarizes host involvement in the management services provided by IT700.
e Section 4.2.4 summarizes host involvement in other miscellaneous services provided by IT700.
e In each sub-sections the following information will be detailed:
o Brief process description (from the host perspective).
o Related commands and indications.
o Related configurations.

4.2.2 Data Services

4.2.2.1 Introduction

The host processes related to the Y-NET data services are as follows:
e Transmission process (see Section 4.2.2.2).
e Reception process (see Section 4.2.2.3).
e Routing management (see Section 4.2.2.4).

4.2.2.2 Transmission (Tx) Process

4.2.2.2.1  Brief Process Description

The Y-NET stack transmission process is explained in the Y-NET Protocol Stack Overview document.

From the host perspective, the transmission process can be performed at any time by sending a Packet Tx
request primitive (see Section 5.4.5.1.1). This will cause the host to receive two consecutive response
primitives (see Section 5.4.5.1.2).

The NC may transmit intranetworking Unicast messages to RS using the S/N of the destination RS or its Node

ID using the Tx Packet Command (see Section 5.4.5.1). This is accomplished by setting the “Data Service
Type” field to “Intranetworking Unicast over S/N” or using the “Intranetworking Unicast”, respectively.
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RS can transmit to NC Unicast packets by setting the Node ID of the Destination Node to 0x0001 (which is
always assigned to the NC) and setting the “Hops” field to 16 in the Tx Packet Command (see
Section 5.4.5.1).

Transmission between RS can be performed using Direct Unicast Service. To activate Y-NET stack Direct
Unicast Service (detailed in the Y-NET Protocol Stack Overview document), set the “Hops” field to 0 (default
value) and set the destination’s ID in the Tx Packet Command (see Section 5.4.5.1).

4.2.2.2.2 Related Command(s) and Indication(s)
The commands related to the transmission process are detailed in Table 4.1.

# | Command/Indication Purpose Station Reference
Type
Configuration and Set the configurations related to the
1 Management transmission service (usually during NC/RS Section 5.4.3
Commands initialization).
2 | Tx Packet Command Transmit the payload NC/RS Section 5.4.5.1

Table 4.1: Tx Process — Related Command(s) and Indication(s)

4.2.2.2.3 Related Configuration(s)
The configurations related to the transmission process are detailed in Table.

# Parameter Affect on Process Station Reference
Type

The Network ID used to identify the
1 | Network ID transmitter‘s Network ID when transmitting NC/RS Appendix A.1
intranetworking packets.

The Node ID that will be used to identify the

2 | Node ID transmitter’s Node ID when transmitting NC/RS Appendix A.1
intranetworking packets.
3 | Modulation Modulation used to transmit packets. NC/RS Appendix A.1

The number of unacknowledged repetitive
transmissions used by the MAC when
transmitting packets using the Repetitive Un-
acknowledgement transmission service.

4 | UN ACK Repeats NC/RS Appendix A.1

The number of retransmission while waiting
for ACK by the receiver used by the MAC
when transmitting packets using the Unicast
with Acknowledgement transmission service.

5 | ACK Retries NC/RS Appendix A.1

IT700 will transmit payload in D1 packet

6 | Send V1 Packets
format.

NC/RS Appendix A.1

Table 4.2: Tx Process — Related Configurations
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4.2.2.3 Reception (Rx) Process
The Y-NET stack reception process is explained in the Y-NET Protocol Stack Overview document.

From the host perspective, the reception process can be performed at any time by receiving an Rx
Intranetworking Packet or Rx Internetworking Packet Indication primitive (see Sections 5.4.5.3 and 5.4.5.4,
respectively).

The NC may decide whether to receive Rx Intranetworking Packets from RS containing the S/N of the
transmitter or the RS Node ID. This is accomplished by setting the “Source node address type at receiver host”
parameter to “By S/N” or to “By Node ID”, respectively (see AppendixA.1).

4.2.2.3.1 Related Command(s) and Indication(s)
The commands related to the reception process are detailed in Table 4.3.

# Command/Indication Purpose Station Reference
Type
| Configuration and Set t.he conﬁguratlops r.elz'lt-ed‘to the reception NC/RS | Section 5.4.3
Management Commands | service (usually during initialization).
> | Rx Packet Indications Receive internetworking/intranetworking NC/RS Section 5.4.5.3
packet through 5.4.5.4

Table 4.3: Rx Process — Related Command(s) and Indication(s)

4.2.2.3.2  Related Configuration(s)
The configurations related to the reception process are detailed in Table 4.4.

# Parameter Affect on Process Station Reference
Type

The Network ID used to identify the receiver‘s

1 | Network ID Network ID.

NC/RS | Appendix A.1

The Node ID that will be used to identify the

2 | Node ID receivers Node ID. NC/RS | Appendix A.1
3 | Modulation The modulation used to receive packets. NC/RS | Appendix A.1
. MAC will only forward packets to NL if they .
4 | Rx Filter satisfy the filter conditions. NC/RS | Appendix A.1
The address of the source node in the received
intranetworking packet indication will be:
5 Source node address gp NC/RS | Appendix A.1

type at receiver host By S/N if flag is set to 1

By logical address if flag is set to 0.

Table 4.4: Rx Process — Related Configurations
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4.2.24 Routing Management
The Y-NET stack routing service is explained in the Y-NET Protocol Stack Overview document.

From the host perspective, the routing process is fully automatic and can be enabled or disabled by
configuration. When routing service is enabled (default), the host may monitor the routing path and its
validness by sending ‘Get Node Information’ request primitive.

4.2.2.4.1 Related Command(s) and Indication(s)
The commands related to the routing process are detailed in Table 4.5.

# | Command/Indication Purpose Station Reference
Type
1 Configuration and Set the conﬁ.gur.at?qns. relgted to the routing process NC/RS  |Section 5.4.3
Management Commands |(usually during initialization).
) Get\Delete Node Enables to Obtain\Delete routing information from NC Section 5.4.5.5
Information NC database (i.e., Link Status, Node Parent) and 5.4.5.6

Enables to retrieve the total number of entries and
3 |Get NC Database Size |the index of the last occupied entry in the NC NC Section 5.4.5.2
database.

Table 4.5: Routing Management — Related Command(s) and Indication(s)

4.2.2.4.2 Related Configuration(s)
The configurations related to the routing process are detailed in Table 4.6.

# Parameter Affect on Process Station Reference
Type

Automatically defines the Y-NET stack reaction
time of background network routing processes
(route validation, route recovery, etc’).

1 [Network size This parameter should be set to the number of NC/RS |Appendix A.1

stations in the physical network (the physical
network can contain multiple logical networks) and
it must be identical for all RS participating in the
network.

Defines the number of entries in the NC’s Routing
and Addressing databases. The value of this

parameter should be set to the maximal number of
nodes allowed to participate in the logical network.

2 |NC Database Size NC Appendix A.1

Enables/Disables the Adaptive Routing and

3 NL Mng Enabled Automatic addressing services.

NC/RS |Appendix A.1

Table 4.6: Routing Management — Related Configurations
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4.2.3 Management Services

4.2.3.1 Introduction
The processes related to the Y-NET Stack network formation services are as follows:
e Logical network creation process (see Section 4.2.3.2).
e Network admission control processes (see Section 4.2.3.3).
e Addressing management (see Section 4.2.3.4).
e Cold/Warm start modes (see Section 4.2.3.5).

e Dynamic Routing Processes (see Section 4.2.3.6).

4.2.3.2 Logical Network Creation Process

The logical network creation process of the Y-NET stack is explained in the Y-NET Protocol Stack Overview
document.

From the host perspective, there are two methods for creating a logical network:

e Automatic (default) — the NC selects a unique Network ID automatically and the host is indicated
after the Network ID is selected. In automatic mode, once a node is set as an NC, the creation of the
logical network is completely automatic and transparent. IT700 sends “Network ID Assigned”
indication (see Section 5.4.6.12) to the host when the unique Network ID is assigned. The duration of
the process is approximately 15 seconds and traffic over the power line is required for it to complete.

e Forced — the host is responsible to configure a unique Network ID manually. In this case, the host
should send a “Set Device Parameters” request (see Section 5.4.3.2.1) for setting the NL Management
“Network ID Selection Mode” and “Forced Network ID” parameters (see Appendix A.1) to “Forced”
and to the selected Network ID value, respectively. The forced Network ID assignment process will
include reception of “Network ID Assigned” indication (see Section 5.4.6.12) from IT700.

The host of the NC can expect RS nodes to join its logical network after the selection of the Network ID is
successfully complete. Note that after the NC selects a Network ID, it will restore it from NVM on subsequent
power-ups.

4.2.3.2.1 Related Command(s) and Indication(s)
The commands related to the logical network creation process are detailed in Table 4.7.

# Command/Indication Purpose Station Reference
Type
1 Configuration and Set the conﬁ'gur'at%o'ns' relgted to the routing process NC/RS | Section 5.4.3
Management Commands | (usually during initialization).
. To notify the host of an NC node that the logical Section
2 | Network ID Assigned network was established. NC 5.4.6.12

Table 4.7: Logical Network Creation Process — Related Command(s) and Indication(s)
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4.2.3.2.2  Related Configuration(s)
The configurations related to the logical network creation process are detailed in Table 4.8.
# Parameter Affect on Process Station | Reference
Type
1 |NL Mng Enabled  |Activates IT700 background processes when enabled. NC/RS |Appendix A.1
Automatically defines the Y-NET stack reaction time for the
background network admission control processes (joining
time, time for leaving the network due to no connectivity to
} any node in the logical network). )
1 |Network NC/RS [A dix A.1
crwork size This parameter should be set to the number of stations in the bpendix
physical network (the physical network can contain multiple
logical networks) and it must be identical for all RS
participating in the network.
Defines the number of entries in the NC’s Routing and
. Addressing databases. The value of this parameter should be .
3 |NC Database Size set to the maximal number of nodes allowed to participate in NC |Appendix A.1
the logical network.
4  |Operation Mode Should be set to NC for the creation process to initiate. NC/RS |Appendix A.1
Net ID Selection Set to “Auto” for automatic Network ID Selection (default).
5 Mode Set to “Forced” (in conjunction with the “Forced Network NC |Appendix A.1
ID” parameter) for manual Network ID selection.
Defines the forced Network ID used if the “Network ID .
6  [Forced Network ID Selection Mode” parameter is set to “Forced” NC |Appendix A.1
Table 4.8: Logical Network Creation Process — Related Configurations
4.2.33 Network Admission Control Process

The network admission control processes of the Y-NET stack are explained in the Y-NET Protocol Stack
Overview document.

Network admission control from the host perspective is divided as follows:

Admission Process (only in NC nodes) — The NC is responsible to admit RS to its logical network.
When the NC admits a new RS to its network, the NC will receive a “New Connection to NC”
indication (see Section 5.4.6.11) containing the admitted RS information. The joining time of new RS
depends on the “Network Size” parameter (see Appendix A.1). The admission process is based on the
“NC Admission Mode” parameter (see Appendix A.1) as follows:

o “Auto” — the “NC Admission Mode” parameter is set to “Auto”, no additional host
involvement will be required.
o “S/N Range” — the “NC Admission Mode” parameter is set to “S/N Range”, the “Number of
S/N msb to Compare” parameter (see Appendix A.1) should be set in conjunction to enable
the host to automatically filter out join requests from RS with msb S/N different than the NC

msb S/N.

o “Application Mode” — the “NC Admission Mode” parameter is set to “Application Mode”,
the host will receive a “Get Admission Approval from Application” indication when new RS
requests to join the logical network. The NC should decide whether to admit the RS to its
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logical network and to indicate its response to IT700 by using the “Admission Approval
Response from Application” command. In this mode, the NC may attach the Node Key of the
RS (different than the Node Key configured to the NC). The NC is not notified about RS that
were once admitted to the network and are registered in the Address Database. In order to
readmit RS nodes by the application, the NC should delete the S/N of the RS from NC
Databases using the “Delete Node Information” command (see Section 5.4.5.6).

o “S/N Range or Application Mode” — When the “NC Admission Mode” parameter is set to
“S/N Range or Application Mode”, the host is required to configure the “Number of S/N msb
to Compare” parameter as in “S/N Range” mode, and will receive a “Get Admission Approval
from Application” indications that require its “Admission Approval Response from
Application” commands as in “Application Mode”.

e Node Key Approval Process - In NC nodes, set the “Node Key” parameter to the default Node Key
that the NC will use to admit nodes to its logical network. The host may indicate to admit RS using a
different Node Key when its “NC Admission Mode” is set to “Application Mode” or to “S/N Range or
Application Mode”. In RS nodes, set “Node Key” parameter to the key used by the RS to accept its
admission from an admitting NC. To disable the RS Node Key Approval process, set all the “Node
Key” parameter bytes to 0x00. This will cause the RS to approve admission response from any
admitting NC.

e RS Admission Response — RS will receive “Connected to NC” indications (see Section 5.4.6.9) to
indicate that they were admitted successfully to the network. RS may receive an “Admission Refuse”
indication (see Section 5.4.6.8), not only during the admission stages but also after it was already
admitted to a logical network (the NC continuously validates the RS admission parameters). This
indication in RS nodes indicates that the RS was not admitted to the logical network or had to leave its
logical network. The RS will rejoin a logical network automatically and will be notified by a
“Connected to NC” indication (see Section 5.4.6.9) when successfully rejoining the network.

4.2.3.3.1 Related Command(s) and Indication(s)
The commands related to the network admission control processes are detailed in Table 4.9.

# | Command/Indication Purpose Station Reference
Type
1 Configuration and Set the configurations related to the routing process NC/RS |Section 5.4.3

Management Commands |(usually during initialization).

To notify the host of an NC that a new RS joined its

logical network. NC |Section 5.4.6.11

2 |New Connection to NC

The first indication arriving to the host of an RS
3 |Connected to NC indicates that the RS was admitted to a logical RS  |Section 5.4.6.9
network.

Indicates that the RS was not admitted to the logical
network (or had to leave its logical network). The RS
4 |Admission Refuse will rejoin a logical network automatically (will be RS  [Section 5.4.6.8
notified by a “Connected to NC” indication when
successfully rejoining the network).

Get Admission Approval|The NC host receives this indication when new RS .
T o . L Section 5.4.6.7
5  |from Application (in attempt to join the network when its “NC Admission NC and 5.4.6.1 0
conjunction with Mode” parameter is set to “Application Mode” or T
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# | Command/Indication Purpose Station Reference

Type
Admission Approval “S/N Range or Application Mode”. The NC should

Response From
Application)

and to indicate its response to IT700 by using the

the NC).

decide whether to admit the RS to its logical network

“Admission Approval Response From Application”
command. The NC may attach a specific Node Key
of the RS (different than the Node Key configured to

admitted to the network, and are registered in its

6 |Delete Node Information|Databases. In order to readmit RS nodes, the NC

using this command.

The NC is not being notified about RS that were once

should delete the S/N of the RS from its Databases

NC [Section 5.4.5.6

Table 4.9: Network Admission Control Processes — Related Command(s) and Indication(s)

4.2.3.3.2  Related Configuration(s)
The configurations related to the network admission control processes are detailed in Table 4.10.

# Parameter

Affect on Process

Station
Type

Reference

1 | NL Mng Enabled

Activates IT700 network admission control
background processes when enabled.

NC/RS

Appendix A.1

2 | Network size

Automatically defines the Y-NET stack reaction time
of background network admission control processes
(joining time, time for leaving the network due to no
connectivity to any node in the logical network).

This parameter should be set to the number of
stations in the physical network (the physical
network can contain multiple logical networks) and it
must be identical for all RS participating in the
network.

NC/RS

Appendix A.1

3 | NC Database Size

Defines the number of entries in the NC’s Routing
and Addressing databases. The value of this
parameter should be set to the maximal number of
nodes allowed to participate in the logical network.
In case NC Databases are full, the RS will not be able
to join the network.

NC

Appendix A.1

4 | Operation Mode

Should be set to NC for the addressing processes by
the NC to initiate.

Should be set to RS for the addressing processes by
the RS to initiate.

NC/RS

Appendix A.1

5 | Node Key

In NC nodes, set the “Node Key” parameter to the
default Node Key that the NC will use to admit nodes
to its logical network (unless the host indicates to

NC/RS

Appendix A.1
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# Parameter

Affect on Process

Station
Type

Reference

admit RS using a different Node Key).

In RS nodes, set “Node Key” parameter to the key
used by the RS to accept its admission from an
admitting NC. To disable the RS Node Key Approval
process, set all the “Node Key” parameter bytes to
0x00. This will cause the RS to approve admission
response from any admitting NC.

NC Admission
Mode

The NC sets the “NC Admission Mode” parameter to
the selected admission mode (default is “Auto”™).
Setting the “NC Admission Mode” to “S/N Range”
or to “S/N or Application” modes should be set in
conjunction with the “Number Of S/N msb to
Compare” parameter.

NC

Appendix A.1

Number Of S/N
msb to Compare

The "Number of S/N bits to compare” parameter is
relevant only in the ”S/N Range” or the ”’S/N Range
or Application” admission modes are used.

In “S/N Range” mode, when receiving a request to
join from an RS, the NC will compare msb of its S/N
with the joining RS msb of its S/N. On match, the
NC will admit the RS to the network. This parameter
defines the number of msb to use for comparison.

NC

Appendix A.1

Table 4.10: Network Admission Control Processes — Related Configurations
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4.2.34 Addressing Management Processes

The addressing management processes of the Y-NET stack are explained in the Y-NET Protocol Stack
Overview document.

Addressing management from the host perspective is divided as follows:

Unique Network ID Selection — detailed in the Y-NET Protocol Stack Overview document.

Unique Node ID Assignment to RS - The NC is responsible for assigning unique logical addresses to
RS when the RS joins the network. From the NC host perspective, the NC will receive a “New
Connection to NC” indication (see Section 5.4.6.11) containing the Node ID of the newly connected
node. The NC Node ID will always assign itself 0x0001 as its Node ID. From the RS host perspective,
the first “Connected to NC” indication (see Section 5.4.6.9) received indicates that the RS has a valid
logical addresses. The time to assign a unique Node ID to an RS depends on the “Network Size”
parameter (see Appendix A.1).

Address Database Management - The NC application can retrieve and delete address data from the
NC database using the “Get Node Information” and “Delete Node Information” commands,
respectively (see Sections 5.4.5.5 and 5.4.5.6).

Node ID Conflicts Detection And Resolution (within the same logical network) — From the NC host
perspective the application is completely unaware of the underlying background management process
that ensures that Node ID conflicts are resolved. Only the RS host will know of the resolution of the
Node ID by receiving a “Admission Refuse” indication (see Section 5.4.6.8) with a ”Duplicate Node
ID” value in the Refuse Reason field. The background Y-NET stack processes rejoins that RS to a
logical network automatically. It should be noted that MSB of the S/N (configurable by the “Number
of S/N bytes in Address database” parameter) of all nodes in the same logical network should be
unique (only these S/N bytes will be checked for Node ID conflicts in the NC). The time to detect and
resolve Node ID conflicts depends on the “Network Size” parameter (see Appendix A.1).

Network ID Conflicts Detection and Resolution (among overlapping logical networks) — In
automatic “Network ID Selection Mode” (see Appendix A.1), Y-NET stack management services
ensure that the Network ID remain unique. The NC will be notified about resolution of conflicts by
“Network ID Assigned” indication (see Section 5.4.6.12) from IT700. The time to detect and resolve
Network ID conflicts depends on the “Network Size” parameter (see Appendix A.1).

4.2.3.4.1 Related Command(s) and Indication(s)
The commands related to the addressing management processes are detailed in Table 4.11.

# | Command/Indication Purpose Station Reference
Type
Configuration and Set the configurations related to the
1 | Management routing process (usually during NC/RS | Section 5.4.3
Commands initialization).

2 | New Connection to NC

To notify the host of an NC that a new

RS joined its logical network. NC Section 3.4.6.11

This indication arriving to the host of
an RS when the RS had no logical

Connected to NC address (disconnected from a logical RS Section 5.4.6.9

network) can be used to indicate that
the RS has a logical address.
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# | Command/Indication

Purpose

Station
Type

Reference

Get/Delete Node
Information

In NC node, these commands enable
obtaining or deleting Remote Station
address information from the NC
database.

NC

Sections 5.4.5.5 and
5.4.5.6

5 | Get NC Database Size

Enables to retrieve the total number of

entries and the index of the last NC

occupied entry in the NC database.

Section 5.4.5.2

6 | Admission Refuse

Receiving this indication by RS host
with a ”Duplicate Node ID” in the
Refuse Reason field indicates that the
Node ID of the RS conflicts with the
Node ID of another node in the
network. The RS will rejoin a logical
network automatically (will be notified
by a “Connected to NC” indication).

RS

Section 5.4.6.8

7 | Network ID Assigned

To notify the host of an NC that a
Network ID conflict was detected and
resolved (new Network ID will be
assigned).

NC

Section 5.4.6.12

Table 4.11: Addressing Management Processes — Related Command(s) and Indication(s)

4.2.3.4.2 Related Configuration(s)
The configurations related to the addressing management processes are detailed in Table 4.12.
# Parameter Affect on Process Station Reference
Type
Should be enabled to activate IT700 logical
1 | NL Mng Enabled addressing management background NC/RS | Appendix A.1
management processes.
Automatically defines the Y-NET stack’s
reaction time of background addressing
processes (address allocation, addressing
conflict resolution and time for addressing
datab tri ing in the NC).
2 | Network size atabase entries aging in the NC) NC/RS | Appendix A.1

This parameter should be set to the number of
stations in the physical network (the physical
network can contain multiple logical
networks) and must be identical for all RS
participating in the network.

3 | Net ID Selection Mode

Enables to detect and resolve Network ID
conflicts when set to “Auto”.

NC Appendix A.1

Copyright © Yitran Communications Ltd.

Page 29




Ay

IT700 Host Interface

@Yi'l'ran Proprietary Information Command Set User Guide
AN IT700-UM-002-R 2.2
# Parameter Affect on Process Station Reference
Type
Should be set to NC for the addressing
: processes by the NC to initiate. .
4 | Operation Mod: . NC/RS | A dix A.1
peration Ylode Should be set to RS for the addressing ppendix
processes by the RS to initiate.
Number of S/N bytes in | The number of S/N bytes saved in the NC .
> Address database address database per RS. NC Appendix A.1
6 | Network ID Network ID automatically set by the logical NC/RS | Appendix A.1
addressing management processes.
7 | Node ID Node ID automatically set by the logical NC/RS | Appendix A.1
addressing management processes.
For setting the S/N of a node use ‘Set Device
g | 9N Parameters’ command. The ‘Table Type’ field NC/RS Section 5.4.3.2

should be set to “S/N” and ’Index’ field to
0xBAAB.

Table 4.12: Addressing Management Processes — Related Configurations
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4.2.3.5 Cold/Warm Start Modes
The cold/warm start modes of the Y-NET stack is explained in the Y-NET Protocol Stack Overview document.

From the host perspective, the startup mode is configured by sending a “Set Device Parameters” request (see
Section 5.4.3.2.1) for setting the NL Management “Warm Start Enabled” (see Appendix A.1) parameter. This
parameter defines the start up procedure followed on subsequent power-ups (Warm Start if enabled).

4.2.3.5.1 Related Command(s) and Indication(s)
The commands related to the cold/warm start modes are detailed in Table 4.13.

# | Command/Indication Purpose Station Reference
Type

After reset, cold/warm start parameters are

loaded from NV memory. NC/RS Section 5.4.2.1

1 Reset command

After Go Online, cold/warm start parameters

are used by NL management. NC/RS Section 5.4.2.2

2 Go Online command

Configuration and
3 | Management
Commands

Set the configurations related to the routing

process (usually during initialization). NC/RS Section 5.4.3

Table 4.13: Cold/Warm Start Modes — Related Command(s) and Indication(s)

4.2.3.5.2 Related Configuration(s)
The configurations related to the cold/warm start modes are detailed in Table 4.14.

# Parameter Affect on Process Station Reference
Type

Warm/Cold start is relevant only when
enabled.

If disabled, the RS will retain its Node ID and
Network ID from the parameters on power-
up, regardless of the “Warm Start Enabled”

1 | NL Mng Enabled NC/RS Appendix A.1

parameter.
2 | Warm Start Enabled ggﬁ)le for Warm-Start, and disable for Cold- NC/RS | Appendix A.1
3 | Parent address Saved in Warm Start mode. NC/RS Appendix A.1
4 | NC address Saved in Warm Start mode. NC/RS Appendix A.1
5 | Distance from NC Saved in Warm Start mode. NC/RS Appendix A.1

Table 4.14: Cold/Warm Start Modes — Related Configurations
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4.2.3.6

Dynamic Routing Processes

The dynamic routing processes of the Y-NET stack are explained in the Y-NET Protocol Stack Overview
document.

Dynamic routing from the host perspective is divided as follows:

The node should use the “Set Device Parameters” command (see Section 5.4.4.2) to configure the
appropriate modes and options that will be used by the dynamic routing services:

o The most critical configuration for the dynamic routing services to operate correctly is the
“Network Size” parameter (see Appendix A.1). The time for route discovery, recovery and
optimization in the RS as well as the time for routing database entries aging depends on the
correct configuration of this parameter.

o Enabling the “Parent Mode Enabled” parameter enables the node to serve as a parent in the
tree topology maintained by the dynamic routing services (enabled by default).

The NC can monitor its connectivity conditions by sending the ‘Get Node Information’ Command
(see Section 5.4.5.5).

The RS host can monitor its connectivity conditions by reading the “Parent Address”, “NC Address”
and “Distance from NC” parameters (see Appendix A.1) using the “Get Device Parameters” command
(see Section 5.4.3.3).

In the RS, “Disconnected from NC” and “Connected to NC” indications (see Section 5.4.6.10 and
5.4.6.9, respectively) define the nodes connectivity conditions.

Applicative recommendations per indication for the RS as well as Routing related applicative
recommendations for the NC are detailed in Appendix C.

4.2.3.6.1 Related Command(s) and Indication(s)
The commands related to the dynamic routing processes are detailed in Table 4.15.

# | Command/Indication Purpose Station Reference
Type
Configuration and . .
1 | Management Sets the conﬁgurathns r-el.a Fed- to j[he routing NC/RS | Section 5.4.3
Commands process (usually during initialization).
. This indication arriving to the host of an RS .
2 | Disconnected from NC indicates that the RS has no link with NC. RS Section 5.4.6.7
This indication arriving to the host of an RS .
3 | Connected to NC indicates that the RS is connected to the NC. RS Section 5.4.6.9
Enables to obtain the node’s Connectivity
4 | Get Node Information | Status’ (indicates the validness of the node’s NC Section 5.4.5.2
routing path and its siblings) from NC Database.
Enables to obtain the total number of entries and
5 | Get NC Database Size | the index of the last occupied entry in the NC NC Section 5.4.6.5
database.
Connectivity Status Indicates about any change in connectivity status .
6 with RS with RS (Valid or Invalid connection) NC Section 5.4.6.5

Table 4.15: Dynamic Routing Processes — Related Command(s) and Indication(s)
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4.2.3.6.2 Related Configuration(s)
The configurations related to the dynamic routing processes are detailed in Table 4.16.

# Parameter Affect on Process Station
Type

Activates IT700 dynamic routing

1| NL Mng Enabled background processes when enabled.

NC/RS | Appendix A.1

Automatically defines the Y-NET stack’s
reaction time of background dynamic
routing processes (time for route
discovery, route recovery, route
optimization and time for routing

database entries aging in the NC).

2 | Network size NC/RS | Appendix A.1

This parameter should be set to the
number of stations in the physical
network (the physical network can
contain multiple logical networks) and it
must be identical for all RS participating
in the network.

Defines the number of entries in the NC’s
Routing and Addressing databases. The

3 | NC Database Size value of this parameter should be set to NC Appendix A.1
the maximal number of nodes allowed to
participate in the logical network.

Should be set to “NC” for the addressing
processes by the NC to initiate.

Should be set to “Adaptive (RS)” for the
addressing processes by the RS to initiate.

4 | Operation Mode NC/RS | Appendix A.1

Parent address (read The Node ID of the optimal parent node

only) set by the dynamic routing services. NC/RS | Appendix A.1

The Node ID of the NC set by the
dynamic routing services (will always

6 | NC address (read only) show 0x0001 while connected to a logical

NC/RS | Appendix A.1

network).
7 Distance from NC The dlstange in hpps from the NC set by NC/RS | Appendix A.1
(read only) the dynamic routing services.

When enabled the node will be allowed to
serve as a parent node in the tree topology
generated by the dynamic routing services
(i.e. connect other RS under it).

8 | Parent mode enabled NC/RS | Appendix A.1

Table 4.16: Dynamic Routing Processes — Related Configurations
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4.2.4 Miscellaneous I'T700 Services

4.24.1 Non-Volatile Memory Services

IT700 provides general purpose NVM services of reading from and writing to non-volatile memory in sections
specifically assigned for host applications (see section 5.4.1.4 and 5.4.1.5).

Host applications can use these services to save application related parameters and databases and for
recovering these after power-up. A common example for using these services is for differentiating the first
power-on from subsequent power-on sequences. During the very first power-on, the initialization sequence
may be different, since it requires setting the operating band, the network size, and save parameters.

To differentiate between the first power-on and from subsequent power-on sequences, a host application can
use the IT700 non-volatile memory and save its own parameter indicating that the first power-on was properly
completed. Following power-on, the host application will perform the initialization sequence (first time or
subsequent) based on the saved parameter in the non-volatile memory.

4.2.4.2 Remote Configuration

IT700 may not be accessible once installed in the field. Therefore, remote configuration services enable the
user to change device parameters via the power line.

Remote configuration services enable one to send the following remote commands to host applications:
e Set predefine parameters
e Set Device parameters
e Get Device parameters
e Save Device parameters

An indication of the remote command’s status (after the command is executed on the remote node) is provided
to the host application in the form of a received packet indication with the payload structured as a local
command response.

The exact definition of how to use the remote configuration services is detailed in Section 5.4.4

4.2.4.3 Distributed Parameters

The IT700 NC provides a Distributed Parameters service that allows for updating RS Parameters (i.e. Network
Size) remotely during network run-time. Once the Distributed Parameters List is set, the parameters update
process will be preformed automatically by the Y-NET stack.

The main advantage of this service over the Remote Configuration option is that the Distributed Parameters
process is performed automatically using the NL maintenance (management) messages and therefore without
“wasting” additional bandwidth on dedicated remote configuration packets.

The “Set Distributed Parameters List” command is detailed in Section 5.4.6.3. A common example for using
this service is when network size is extended and an update in Network Size parameter value is needed.

This service will not be useful when different values are required for different RS in the network.
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4.3 IT700 Indications/Responses to Host over Time in Different
Modes of Operation

IT700 Indications/Responses to Host over Time in Different Modes of Operation for NC nodes are illustrated
in Figure 4.1.

Indicates NC is ready to transrhit Indicates successful admission of
receive packets and background a joining RS in Application Indicates Network ID conflict
management processes are operating Admission Mode detection and resolution Each indication indicates about

Indicates successful admission of

i " Change in connectivity status with RS
Indicates Network ID Selection. a joining in other Admission modes 9 Y

After this message, NC is Ready
to join RS to the network

(Get Admission W (Connecﬁvi[y Status Connectivity Statuq
Reset Go Online Network ID Approval from  Response  New Connection New Connection Network ID With RS With RS
Response  Response Assigned Application  to command to NC to NC Assigned (Invalid connection) (Valid connection)

T 1T 1 N

Time

Go Online Set Admiss\on‘Revsponse
From Application

Legend
IT 700 Response/ Host Request é;?;;?rgf
Indication to Host ~ To IT700 Time

Figure 4.1: IT700 Indications/Responses to Host over Time in Different Modes of Operation (NC)

IT700 Indications/Responses to Host over Time in Different Modes of Operation for RS nodes are illustrated
in Figure 4.2.

Indicates RS is ready to transmit/ If this is the first Connected to NC indication
receive packets and background after cold sta.rt,. it indicates that the RS has After a long time that the RS
management processes are operating successfully joined the network. is disconnected from the NC.
. . . In most cases, the In other less likely cases, it takes a the RS retries joining a new
:ﬁl\zztr:s(f’:iaga:dﬁlifg(:g)pirrtr?:st connectivity to the NC while for the connectivity to the NC network, and may fail
L o recovers quickly. to recover. admission process
cases, this indication will not be
received ‘
Reset Go Online Admission Connected to ( Disconnected Connected to W( Disconnected Connected to W(Dlsconnected Adm\ssmn
Response  Response Refuse NC from NC NC from NC from NC Refuse
l ,\/ f\./ r\/ /\/ (% TlmeI
Go Online Legend:
IT700 Response / Host Request :;t::t)r:rgff
Indication to Host ~ To IT700 Time

Figure 4.2: IT700 Indications/Responses to Host over Time in Different Modes of Operation (RS)
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Chapter S.  Command Set

5.1 General Description

The host interface supports the following primitive types:

e Request: the host application sends a Request primitive to IT700 requesting to initiate its service or
command.
e Response: IT700 sends a Response primitive to the host application in response to the above Request
primitive.
e Indication: IT700 issues Indication primitives when it is required to inform the host application of
significant networking events.
The Interface Commands are separated into a number of groups:

e Embedded Services Commands — provide cross-layered, general system services such as Free
Memory, Write/Read NVM and Get Version.

e Stack Services Commands — provide cross-layered services required by the Y-NET protocol stack
such as Reset, Go Online, etc.

e Configuration and Monitoring Commands — provide set, get or save parameters from IT700
configuration table.

e NL Management Commands — monitor NL Management parameters, interface with services that
require information from the host application (for example, Admission Approval Response From
Application) and provide indications to the host about significant networking events (for example,
Connected to NC, Disconnected From NC).

e Data Commands — handle transmission and reception of data packets as well as access to routing

tables.
5.2 Command Structure
Figure 5.1 shows the general structure an IT700 command:

Command Command
Start Length Type Opcode Data Checksum
1 BYTE 2 BYTE 1 BYTE 1 BYTE N Bytes 1 BYTE
Figure 5.1: General Command Structure
. Note: Each Byte is sent Isb first.
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Table 5.1 describes the fields of the Host commands:

. Size . L.

Field (bytes) Subfield (bits) Value Description
Command 1 0xCA Constant value for all
Start commands

LSB 8 Number of bytes following
Length 2 this field (excluding the
MSB 8 Checksum field)
Any received packet will
be filtered according to the
Protocol Version field.
Protocol This will ensure that an
s 5 0-31 .
Version incorrect command set
will not be handled. For
Type 1 IT700, these bits will
always be ZERO.
The Opcode of the packet
Packet 0 — Request for “Response” type will
Type 3 1 — Response be identical to the opcode
P 2 _ Indication of the “Request” packet to
which it is responding.
0 — Embedded
Services
1 — Stack Services The Command Opcode is
Service 2 — Configuration & composed OftWO ﬁelds -
Type 3 Monitoring Services threc? msb that 1n41cate the
Opcode 1 3 Data Services NL interface service type
and five Isb that indicate
S — Management the specific service
Services command.
Service
Subtype > 0-31
Varies
Command N Dependent Data of Specific command
Data on (Optional).
Command
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Field Size Subfield | JiZe Value Description
(bytes) (bits) p

The Check-Sum field is
calculated in the following
manner:

N+4
(D a,)mod256

i=l
i — index of the byte of
the command
Checksum 1 0 — OxFF N — length of the
command Data field

Note that the Checksum
calculation includes all
bytes of the packet with the
exception of the Command
Start Byte (value 0xCA)
and the checksum byte
itself.

Table 5.1: Field Description of the General Host Command Structure
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5.3 Command Set Summary

The following provides a summary of commands available for configuring and operating a power line network
utilizing IT700.

5.3.1

Table 5.2 summarizes IT700 Interface Embedded Services commands:

Embedded Services Commands

Command Name il Opcode Description Section
Type(s)
Request/ This command is used for assuring
No Operation (NOP) d 0x00 the device presence by receiving a 54.1.1
Response .
response from this command.
Get Version Request/ 0x01 ThlS' command retrieves IT700 5410
Response version number.
Request/ This command retrieves the size of
Get Free Memory Response 0x02 modem free RAM. 54.1.3
Read From NVM Request/ 0x05 This commapd read; datg from the 5414
Response user application section in NVM.
Write to NVM Request/ 0x06 This commagd writes dqta to the 5415
Response user application section in NVM.
Read Debug Request/ 009 This command reads debug counter 5416
Counters Response X of the Y-NET stack. T
Table 5.2: Embedded Services Commands Summary
5.3.2 Stack Services Commands
Table 5.3 summarizes IT700 Interface Stack Services commands:
Command Primitive . . .
Name ) Opcode Description Section
This command resets IT700 device. The
Request/ NL management initializes based on its
Reset Reg onse 0x20 start mode (cold or warm start) and the 54.2.1
P MAC, PHY and peripheral hardware are
reinitialized.
Request/ This command sets the device into the
Go Online d 0x22 Online state. In this state the device can 5422
Response .
receive and send packets.
Request/ This command sets the device into the
Go Offline 4 0x23 Offline state. In this state the device 5423
Response .
cannot receive or send packets.
Table 5.3: Stack Services Command Summary
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5.3.3 Configuration and Monitoring Commands
5.3.3.1 Local configuration

IT700 NL Interface configurable parameters are stored in configuration tables. In each “Configuration”
command there is a field that determines the parameter index.

Table 5.4 summarizes Configuration commands for parameters in tables detailed above:

Command Name il Opcode Description Section
Type(s)
This command replaces the
Set Predefined Request/ 0x40 specified parameter table with 5431
Parameters Response a predefined one, stored in the T
NVM.
This command changes at
Set Device Request/ least one parameter in the
0x41 . . . 5432
Parameters Response specified device configuration
table.
This command reads at least
Get Device Request/ one parameter from the
0x42 . . . 5433
Parameters Response specified device configuration
table.
This command saves a
parameter table from the
specified device configuration
. table memory into NVM.
Save Device Request/ 0x43 This command may be used 5434
Parameters Response .
to save the entire parameter
table after changing one or
more entries, or after setting it
to a predefined region.
Remote This indication is sent by the
Parameters Indication 0x4C modem when parameter was 5435
Changed remotely changed
Table 5.4: Configuration Services Commands Summary
5.3.3.2 Remote Configuration

This set of commands allows the application to remotely configure the parameters in the RS. The format of the

remote configuration commands is described in Section 5.4.4.
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5.34

Data Commands

Table 5.5 summarizes the Data Services commands:

Command
Name

Primitive
Type(s)

Opcode

Description

Section

Tx Packet

Request/
Response (x3)

0x60

This command sends a data
packet to the network. This

command has three possible
responses.

545.1

Size

Get NC Database

Request/
Response

0x65

This command returns the total
number of entries and the index
of the last occupied entry in the
NC database.

5452

Rx Packet

Indication

0x68

When the NL receives a packet
from the network, it processes the
data and sends the packet to the
host application.

5.4.5.3 and
5.4.54

Get Node
Information

Request/
Response

0x69

This command is a query to
retrieve node information from
the NC Database. The query
returns the Node ID, Parent ID,
Serial Number and Connectivity
Status. The query keys can be
index in the NC Database, Node
ID or Serial Number.

54.5.5

Delete Node
Information

Request/
Response

0x6A

This command deletes node
information from the NC’s
databases. The key for node
deletion can be an index in NC
Database, Node ID or Serial
Number. The command can also
request deletion of entire data
(concerning all nodes) from the
NC Database.

54.5.6

Table 5.5: Data Services Commands Summary
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5.3.5 NL Management Commands

Table 5.6 summarizes Management Services commands:

Command

Primitive

Station

Name Type(s) Opcode Description Type Section
Admission NC
Approval Request / This commands sets the Admission
Response 0xA4 54.6.1

Response Response to the NC
From
Application
Leave This command forces the node to NC/RS
Network Request 0xA6 leave the network >:4.6.2
Connectivity L Indication that Connection with RS NC
Status with RS | [ndication | OxBL o atid. 54.6:5
Node Left Indication 0xB3 Indication that an RS Left Network NC 5.4.6.6
Network
Get Admission NC
Approval Indication 0xBS Indlcathn t'o application to provide 5466
From NC admission response.
Application
Admission Indication 0xB9 Indication of Admission Refusal. RS 5.4.6.8
Refuse
Connected to L Indication that the Node is now RS
NC Indication 0xBA Connected to the NC. 5.4.6.9
Disconnected — Indication that the Node is now RS
From NC Indication 0xBB Disconnected from the NC. >:4.6.10
New .. , NC
Connection to | Indication 0xBE Indlcathn about the Node’s New 5.4.6.11
Connection to an NC.
NC
Network ID Indication 0xBF Indication of Network ID assigned. NC 5.4.6.12
Assigned
Table 5.6: Management Services Commands Summary
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5.4 Command Set Detail
5.4.1 Embedded Services Commands

5.4.1.1 No Operation (NOP)

This command is used by the application to assure device presence and operation by receiving the response
from this command.

5.4.1.1.1 Request
Figure 5.2 describes the “No Operation” command request:

Command
Start Length Type Opcode Checksum
0xCA 0x02 | 0x00 0x00 0x00 0x02

Figure 5.2: ""No Operation'" Command Request

Table 5.7 describes the fields of the “No Operation” command request:

Field Bytes Description Value
Command Start 1 Constant 0xCA
Length ) Number of bytes in Command Data field I:dByte: QXOZ

+2 (Type + Opcode) 2" Byte: 0x00
Type 1 Request 0x00
Opcode 1 Constant 0x00
Checksum 1 Constant 0x02

Table 5.7: ""No Operation" Command Request Fields

5.4.1.1.2 Response

Figure 5.3 describes the “No Operation” command response:

Command Command
Start Length Type Opcode Data Checksum
0xCA 0x03 | 0x00 0x01 0x00 0x01 0x05

Figure 5.3: “No Operation” Command Response
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Table 5.8 describes the fields of the response to the “No Operation” command:

Field Bytes Description Value
Command Start 1 Constant 0xCA
2 | fumberetye mCommant | {fte b
Type 1 Response 0x01
Opcode 1 Constant 0x00
Command Data 1 Dummy 0x01
Checksum 1 Constant 0x05

Table 5.8: “No Operation” Command Response Fields

54.1.2 Get Version
This command retrieves IT700 firmware version number.

5.4.1.2.1 Request
Figure 5.4 describes the “Get Version” command request

Command
Start Length Type Opcode Checksum
0xCA 0x02 | 0x00 | 0x00 0x01 0x03

Figure 5.4: “Get Version” Command Request

Table 5.9 describes the fields of the “Get Version” command request:

Field Bytes Description Value
Command Start 1 Constant 0xCA
Length ) Igumber of bytes in IStdByte: 0x02
ommand Data field +2 2" Byte: 0x00
Type 1 Request 0x00
Opcode 1 Constant 0x01
Checksum 1 Constant 0x03

Table 5.9: “Get Version” Command Request Fields
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5.4.1.2.2  Response
Figure 5.5 describes the “Get Version” command response

Command Command
Start Length Type Opcode Data Checksum
0xCA 0x06 | 0x00 | 0x01 0x01 Status
Status Softw.are
Version
1 Bvyte 3 Byvtes

Figure 5.5: “Get Version” Command Response

Table 5.10 describes the fields of the response to the “Get Version” command:

Field Bytes Description Value
Command Start 1 Constant 0xCA
Leneth 5 Number of bytes in Command | 1 Byte: 0x06
g Data field +2 2" Byte: 0x00
Type 1 Response 0x01
Opcode 1 Constant 0x01
0x00 — command failed
Status 1 Command execution Status 0x01 — command executed
successfully
The Device 1* Byte — 0x01 — "1"
ﬁrmyvare Major 0x02 — "2"
version.
Software Format: 2" Byte — .
Version 3 M.mm.bb. Minor 0x00 — 0x63 (0-99 decimal)
M — Major;
Minor: | 3" Byte — .
mm — MInor, : 0x00 — 0x63 (0-99 decimal)
bb — Build Build
Response value depends on .
Checksum 1 “Command Data” ficld Calculated at run time

Table 5.10: “Get Version” Command Response Fields

54.1.3 Get Free Memory
This command retrieves the size of device free RAM
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5.4.1.3.1 Request
Figure 5.6 describes the “Get Free Memory” command request:

Command
Start Length Type Opcode Checksum
0xCA 0x02 | 0x00 | 0x00 0x02 0x04

Figure 5.6: “Get Free Memory” Command Request

Table 5.11 describes the fields of the “Get Free Memory” command request:

Field Bytes Description Value
Command Start 1 Constant 0xCA
Number of bytes in Command Data | 1* Byte: 0x02
Length 2 nd
field +2 2" Byte: 0x00
Type 1 Request 0x00
Opcode 1 Constant 0x02
Checksum 1 Constant 0x04

Table 5.11: “Get Free Memory” Command Request Fields

5.4.1.3.2  Response
Figure 5.7 describes the “Get Free Memory” command response:

Command Command
Start Length Type Opcode Data Checksum

0xCA 0x07 | 0x00 | 0x01 0x02 Parameters

A
(

Status Free Memory

1 Byte 4 Bytes

Figure 5.7: “Get Free Memory” Command Response
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Table 5.12 describes the fields of the response to the “Get Free Memory” command:

Field Bytes Description Response
Command Start 1 Constant 0xCA
Number of bytes in Command Data 1* Byte: 0x07
Length 2 od
field +2 2" Byte: 0x00
Type 1 Response 0x01
Opcode 1 Constant 0x02
0x00 — command failed
Status 1 Command execution Status 0x01 — command executed
successfully
Free Memory 4 Size of available RAM (in little-endian
Size format: LSB — MSB)
Checksum 1 Resp’?nse value depends on “Command Calculated at run time
Data” field
Table 5.12: “Get Free Memory” Command Response Fields
5.4.1.4 Read from NVM (User Area)

This command reads data from the user sector of the NVM.

54.14.1 Request
Figure 5.8 describes the “Read from NVM User Area” command request:
Command Command
Start Length Type Opcode Data Checksum
0xCA 0x07 | 0x00 0x00 0x05 Parameters
Number of
Address data bytes
4 Bytes 1 Byte

Figure 5.8: “Read from NVM User Area” Command Request
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Table 5.13 describes the fields of the “Read from NVM User Area” command request:

Field Bytes Description Value

Command Start 1 Constant 0xCA
Leneth 5 Number of bytes in Command | 1% Byte: 0x07

g Data field +2 2" Byte: 0x00
Type 1 Request 0x00
Opcode 1 Constant 0x05

. Address + Num of bytes
Address 4 Start address of desired sector (<1024)
Number of bytes 1 Number of bytes to read 0-255
Checksum 1 ValuS depends on “Command Calculated at run time
Data” field
Table 5.13: “Read from NVM User Area” Command Request Fields
5.4.1.4.2  Response

Figure 5.9 describes the “Read from NVM User Area” command response:

Command Command
Start Length Type Opcode Data Checksum
0xCA LSB | MSB 0x01 0x05 Parameters
Data from
Result EEPROM
1 Byte variable

Figure 5.9: “Read from NVM User Area” Command Response
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Table 5.14 describes the fields of the response to the “Read from NVM User Area” command:

Field tion Value
Command Start 1 Constant 0xCA
Number of bytes in Command .
Length 2 Data field 42 Variable length
Type 1 Response 0x01
Opcode 1 Constant 0x05

0x00 — command failed
Result 1 Command Execution Result 0x01 — command
executed successfully

Data Variable

Value depends on “Command

Data” field Calculated at run time

Checksum 1

Table 5.14: “Read from NVM User Area” Command Response Fields

5.4.1.5 Write to NVM (User Area)
This command writes data to the user sector of the NVM.

5.4.1.5.1 Request
Figure 5.10 describes the “Write to NVM User Area” command request:

Command Command
Start Length Type Opcode Data Checksum
0xCA LSB | MSB 0x00 0x06 Parameters

A

Address Data

4 Bytes | variable

Figure 5.10: “Write to NVM User Area” Command Request
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Table 5.15 describes the fields of the “Write to NVM User Area” command request:

Field Value
Command Start 1 Constant 0xCA
Number of bytes in Command Data .
Length 2 field 42 variable
Type 1 Request 0x00
Opcode 1 Constant 0x06
Address 4 Start address of desired sector
Data variable | Data to be written to the NVM
Checksum 1 Calculated at run time
Table 5.15: “Write to NVM User Area” Command Request Fields
5.4.1.5.2  Response

Figure 5.11 describes the “Write to NVM User Area” command response:

Command Command
Start Length Type Opcode Data Checksum
0xCA 0x03 | 0x00 0x01 0x06 Status

Figure 5.11: “Write to NVM User Area” Command Response

Table 5.16 describes the fields of the response to the “Write to NVM User Area” command:

Field Bytes Description Value
Command Start 1 Constant 0xCA
Number of bytes in Command Data I* Byte: 0x03
Length 2 od
field +2 2" Byte: 0x00
Type 1 Response 0x01
Opcode 1 Constant 0x06
0x00 — command failed
Status 1 Command Execution Result 0x01 — command executed
successfully
Checksum 1 Calculated at run time
Table 5.16: “Write to NVM User Area” Command Response Fields
5.4.1.6 Read Debug Counter

This command reads debug counter of the IT700 stack. The debug counters are detailed in Appendix A.2.

Copyright © Yitran Communications Ltd. Page 50



Ay

IT700 Host Interface

@Yi'l'ran Proprietary Information Command Set User Guide
o T IT700-UM-002-R 2.2
5.4.1.6.1 Request
Figure 5.12 describes the “Read Debug Counter” command request:
Command Command
Start Length Type Opcode Data Checksum
0xCA 0x03 | 0x00 0x00 0x09 Index

Figure 5.12: “Read Debug Counter” Command Request

Table 5.17 describes the fields of the “Read Debug Counter” command request:

Field Bytes Description Value
Command Start 1 Constant 0xCA
Number of bytes in Command Data | 1% Byte: 0x03
Length 2 nd
field +2. 2" Byte: 0x00
Type 1 Request 0x00
Opcode 1 Constant 0x09
Index of counter to be read. The
Counter Index 1 debug counters indexes are detailed
in Appendix A.2
Checksum 1 Calculated at run time
Table 5.17: “Read Debug Counter” Command Request Fields
5.4.1.6.2  Response
Table 5.13 describes the “Read Debug Counter” command response:
Command
Start Length Type Opcode Status Counter Checksum
0xCA 0x07 | 0x00 0x01 0x09 0x01 4 bytes

Figure 5.13: “Read Debug Counter” Command Response
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Table 5.18 describes the fields of the response to the “Read Debug Counter” command:

Field Bytes Description Value
Command Start 1 Constant 0xCA
Number of bytes in Command Data 1* Byte: 0x07
Length 2 od
field +2 2™ Byte: 0x00
Type 1 Response 0x01
Opcode 1 Constant 0x06
0x00 — command failed
Status 1 Command Execution Result 0x01 — command executed
successfully
Counter Value 4 Value of debug counter
Checksum 1 Calculated at run time

Table 5.18: “Read Debug Counter” Command Response Fields
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5.4.2 Stack Services Commands

5.4.2.1 Reset
This command initiates a Soft RESET of IT700 and reinitializes all parameters from NVM.

54.2.1.1 Request
Figure 5.14 describes the “Reset” command request:

Command
Length Type Opcode Checksum
Start
0xCA 0x02 | 0x00 0x00 0x20 0x22

Figure 5.14: “Reset” Command Request

Table 5.19 describes the fields of the “Reset” command request:

Field alue
Command Start 1 Constant 0xCA
. Ist Byte: 0x02
Length 2 Number of bytes in Command Data field +2
2nd Byte: 0x00

Type 1 Request 0x00

Opcode 1 Constant 0x20
Checksum 1 Constant 0x22

Table 5.19: “Reset” Command Request fields

5.4.2.1.2  Response
Figure 5.15 describes the “Reset” command response:

Command Command
Start Length Type Opcode Data Checksum
0xCA 0x03 | 0x00 0x01 0x20 Status

Figure 5.15: “Reset” Command Response
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Table 5.20 describes the fields of the response to the “Reset” command:

Field Bytes Description Value

Command Start 1 Constant 0xCA

Number of bytes in Command | 1* Byte: 0x03

Length % | Data field +2 2™ Byte: 0x00

Type 1 Response 0x01

Opcode 1 Constant 0x20

02 — undefined error
06 — NVM disconnected

07 — Command Executed
Successfully

08 — Invalid parameters in NVM
32 — IT700 initialization failure
64 — IT700 was initialized in Auto
Online mode

65 — IT700 failed to initialized in
Auto Online mode

66 — IT700 was initialized in Safe
mode

Command Data 1 Status

Response value depends on

“Command Data” field Calculated at run time

Checksum 1

Table 5.20: “Reset” Command Response Fields

5.4.2.2 Go Online
This command sets the device into the online state. In this state the device can receive and send packets

54.2.2.1 Request
Figure 5.16 describes the “Go Online” command request:

Command
Start Length Type | Opcode | Checksum
0xCA 0x02 | 0x00 | 0x00 0x22 0x24

Figure 5.16: “Go Online” Command Request
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Table 5.21 describes the fields of the “Go Online” command request:

Field Value
Command Start 1 Constant 0xCA
Length ) II\)Iumber of bytes in Command IStdByte: 0x02
ata field +2 2" Byte: 0x00
Type 1 Request 0x00
Opcode 1 Constant 0x22
Checksum 1 Constant 0x24

Table 5.21: “Go Online” Command Request Fields

5.4.2.2.2  Response
Figure 5.17 describes the “Go Online” command response:

Command Command
Start Length Type | Opcode Data Checksum
0xCA 0x03 | 0x00 | 0xO01 0x22 Status

Figure 5.17: “Go Online” Command Response

Table 5.22 describes the fields of the response to the “Go Online” command:

Field
Command Start 1 Constant 0xCA
Leneth ) Number of bytes in 1" Byte: 0x03
g Command Data field 42 2" Byte: 0x00
Type 1 Response 0x01
Opcode 1 Constant 0x22
. 0x00 — command failed
Command execution
Status 1 Status 0x01 — command executed
successfully
Response value depends .
Checksum 1 on Command Data field Calculated at run time

Table 5.22: “Go Online” Command Response Fields

5.4.2.3 Go Offline
This command sets the device into the Offline state. In this state the device cannot receive and send packets.
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5.4.2.3.1 Request
Figure 5.18describes the “Go Offline” command request:
Command Length Type Opcode | Checksum
Start g yp P
0xCA 0x02 | 0x00 | 0x00 0x23 0x25

Figure 5.18: “Go Offline” Command Request

Table 5.23 describes the fields of the “Go Offline” command request:

5.4.2.3.2

Field Bytes Description Value
Command Start 1 Constant 0xCA
Number of bytes in 1¥ Byte: 0x02
Length 2 Command Data field nd
49 2" Byte: 0x00
Type 1 Request 0x00
Opcode 1 Constant 0x23
Checksum 1 Constant 0x25
Table 5.23: “Go Offline” Command Request Fields
Response
Figure 5.19 describes the “Go Offline” command response:
Command Command
Start Length Type Opcode Data Checksum
0xCA 0x03 | 0x00 | 0x01 0x23 Status

Figure 5.19: “Go Offline” Command Response
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Table 5.24 describes the fields of the response to the “Go Offline” command:

Field Bytes Description Value
Command Start 1 Constant 0xCA
Leneth ) Number of bytes in 1" Byte: 0x03
g Command Data field +2 2" Byte: 0x00
Type 1 Response 0x01
Opcode 1 Constant 0x23
) 0x00 — command failed
Command execution
Status 1 Status 0x01 — command
executed successfully
Response value depends .
Checksum 1 on Command Data field Calculated at run time

Table 5.24: “Go Offline” Command Response Fields
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54.3 Configuration and Management Commands

5.4.3.1 Set Predefined Parameters

This command replaces one or more parameter configuration table with a predefined one, stored in the Flash.
Each of the different regions/bands (FCC, ARIB, CENELEC A and CENELEC B) has its own predefined
parameter table.

5.4.3.1.1 Request
Figure 5.20 describes the “Set Predefined Parameters” command request:

Command Command
Start Length Type Opcode Data Checksum
0xCA 0x04 | 0x00 0x00 0x40 Parameters

A
[ \

Table
Type

Region

1 Byte 1 Byte

Figure 5.20: “Set Predefined Parameters” Command Request
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Table 5.25 describes the fields of the “Set Predefined Parameters” command request:

Field Bytes Description Value
Command Start 1 Constant 0xCA
Leneth ) Number of bytes in 1* Byte: 0x04
g Command Data field +2 | 2™ Byte: 0x00

Type 1 Request 0x00

Opcode 1 Constant 0x40

Table Type 1 Constant OxFF

0x00 — FCC

Region 0x01 — ARIB

Region 1 (For instructions on 0x02 — CENELEC A
setting Factory Defaults 0x03 — CENELEC B
refer to 5.4.6.12A.2) 0x04 — CENELEC A3

0xFF — Return to Factory default

Value depends on .

Checksum 1 “Command Data” field Calculated at run time

Table 5.25: “Set Predefined Parameters” Command Request Fields
5.4.3.1.2  Response
Figure 5.21 describes the “Set Predefined Parameters” command response:
Command Command
Start Length Type Opcode Data Checksum
0xCA 0x03 | 0x00 0x01 0x40 Status

Figure 5.21: “Set Predefined Parameters” Command Response
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Table 5.26 describes the fields of the response to the “Set Predefined Parameters” command:

Field Value
Command Start 1 Constant 0xCA
Length ) Number of bytes in 113}"[@1 0x03

Command Data field +2 2" Byte: 0x00
Type 1 Response 0x01
Opcode 1 Constant 0x40
Status 1 Command Execution Status 0x00 = command failed
0x01 — command executed successfully

Checksum 1 Value depends on Calculated at run time

“Command Data” field

Table 5.26: “Set Predefined Parameters” Command Response Fields

5.4.3.2 Set Device Parameters

This command allows the user to set parameters for applications which do not meet the predefined/standard
scenarios.

5.4.3.2.1 Request
Figure 5.22 describes the “Set Device Parameters” command request:

Command Command
Start Length Type | Opcode Data Checksum
LSB MSB
0xCA (2N+5) | (2N+5) 0x00 0x41 Parameters

dalblle Parameter N
Type

(“N” = the number of - =

parameters to be set.) 1 Byte | 2 Bytes 2 Bytes 2 Bytes

Figure 5.22: “Set Device Parameters” Command Request
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Table 5.27 describes the fields of the “Set Device Parameters” command request:

Field Bytes Description Value
Command Start 1 Constant 0xCA
1* Byte: LSB of 2N+5
Length 2 Number of bytes in 2" Byte: MSB of 2N+5

Command Data field +2 (Where “N” = the number of
parameters to be set.)

Type 1 Request 0x00
Opcode 1 Constant 0x41

The configuration table to

be updated.

The Configurable 0x05 — Serial Number (S/N)
Table Type 1 Parameters table is 0x06 — Configurable Parameters

detailed in Appendix A.1.

For instructions on setting
Factory Defaults refer to
Appendix A.2.

Index of the first .| For ‘Table Type’ 0x05 set this field
parameter to be changed in to OXBAAB

the configuration table.
Index 2 For ‘Table Type’0x06, 0x08 see

A few parameters may bf_: valid indexes in Appendix A.1
configured at once, only if

they are sequential.
The content of this field For ‘Table Type’ 0x05 — 16 bytes
depends on the ‘Table should be sent (8 WORDS)

P t 2N )
arameters Type’ field. For ‘Table Type’0x06, 0x08 — array
parameters values to be set

0x08 — Factory Defaults

Value depends on

Checksum 1 “Command Data” field

Calculated at run time

Table 5.27: “Set Device Parameters” Command Request Fields

5.4.3.2.2  Response
Figure 5.23 describes the “Set Device Parameters” command response:

Command Command
Start Length Type | Opcode Data Checksum
0xCA 0x03 0x00 0x01 0x41 Status

Figure 5.23: “Set Device Parameters” Command Response
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Table 5.28 describes the fields of the response to the “Set Device Parameters” command:

Field Bytes Description Value
Command Start 1 Constant 0xCA
Leneth 5 Number of bytes in Command | 1* Byte: 0x03
g Data field +2 2" Byte: 0x00

Type 1 Response 0x01

Opcode 1 Constant 0x41
0x00 — command failed

Status 1 Command Execution Status 0x01 — command executed
successfully

Checksum 1 Value depends on “Command Calculated at run time

Data” field

5.4.3.3.1

Table 5.28: “Set Device Parameters” Command Response Fields

Get Device Parameters

This command reads at least one parameter from the device configuration tables.

Request
Figure 5.24 describes the “Get Device Parameters” command request:
Command Command
Start Length Type Opcode Data Checksum
0xCA 0x07 0x00 0x00 0x42 Parameters
( N
Table Type Index Count
1 Byte 2 Bytes 2 Bytes

Figure 5.24: “Get Device Parameters” Command Request
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Table 5.29 describes the fields of the “Get Device Parameters” command request:

Field Bytes Description Value
Command Start 1 Constant 0xCA
Number of bytes in Command Data field 1" Byte: 0x07
Length 2 nd
+2 2™ Byte: 0x00
Type 1 Request 0x00
Opcode 1 Constant 0x42
The configuration table to be read: . 0x05 — Serial Number (S/N)
o ghe .?(énigurabc;e P:rilmeters table is 0x06 —Configurable
etailed Appendix A.l. Parameters
Table Type 1 e For description on Factory Defaults 0x08 — Factory Defaults
and Factory Defaults Validness options 0x09 - F Defaul
refer to Appendix A.3 X9 - Factory Detaults
The Debug C ble is detailed | 1oL 9"¢%
] e Debug Counters table 1s detaile
Appendix A2 0x0B — Debug Counters
For ‘Table Type’ 0x05 set
) this field to 0OxBAAB
Index ) Index of the first parameter, in the . ,
configuration table, to read. For “Table T.yp.e OXO6’,OX08’
0x09 see valid indexes in
Appendix A.1
Parameters 2 Number of parameters to read N — ignore in case of S/N
Checksum 1 Value depends on “Command Data” field Calculated at run time
Table 5.29: “Get Device Parameters” Command Request Fields
5.4.3.3.2  Response
Figure 5.25 describes the “Get Device Parameters” command response:
Command Length Type Opcode Command | Checksum
Start Data
LSB MSB Status and
OxCA (2N+3) | (2N+3) 0x01 0x42 Parameters
(“N” = the number of Status | Parameter 1 < » Parameter N
parameters read.) 1 Byte 2 Bytes [« » 2 Bytes

Figure 5.25: “Get Device Parameters” Command Response
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Table 5.30 describes the fields of the response to the “Get Device Parameters” command:

Field Bytes Description Value
Command Start 1 Constant 0xCA
Leneth ) Number of bytes in 2N+3 (Where N = the number of
& Command Data field +2 parameters read.)
Type 1 Response 0x01
Opcode 1 Constant 0x42
. 0x00 — command failed
Status 1 Command execution Status
0x01 — command executed successfully
For ‘Table Type’ 0x05 -
16 bytes S/N
' For ‘Table Type’ 0x06, 0x08, 0x0B-
The content of t‘hls field Array of parameters in length of 2N (N
depel}ds on the T?‘ble is the number of parameters to be read).
16 Type’ field of the “Get
Parameters O | Device Parameters”
2N Request command. For ‘Table Type’ 0x09 -
Array of Factory Default Validity
indicators in length of 2N (each Validity
indicator is 2 bytes). The parameter’s
Factory Default is valid (Factory
Default is already set) if the value is
0x0000 and invalid (Factory Default is
not set) if value is OxFFFF
Value depends on .
Checksum 1 “Command Data” ficld Calculated at run time
Table 5.30: “Get Device Parameters” Command Response Fields
5.4.3.4 Save Device Parameters

This command saves current parameters of one or more tables from the device RAM into the NVM,

5.4.34.1

Request
Figure 5.26 describes the “Save Device Parameters” command request:
Command Command
Start Length Type Opcode Data Checksum
0xCA 0x03 | 0x00 0x00 0x43 Table Type

Figure 5.26: “Save Device Parameters” Command Request
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Table 5.31 describes the fields of the “Save Device Parameters” command request:

Field Bytes Description Value
Command Start 1 Constant 0xCA
Leneth 5 Number of bytes in Command | 1* Byte: 0x03
g Data field +2 2" Byte: 0x00
Type 1 Request 0x00
Opcode 1 Constant 0x43
Table Type 1 Constant OxFF
Checksum 1 Valuf depends on “Command Calculated at run time
Data” field
Table 5.31: “Save Device Parameters” Command Request Fields
5.4.3.4.2  Response

Figure 5.27 describes the “Save Device Parameters” command response:

Command Command
Start Length Type Opcode Data Checksum
0xCA 0x03 | 0x00 0x01 0x43 Status

Figure 5.27: “Save Device Parameters” Command Response

Table 5.32 describes the fields of the response to the “Save Device Parameters” command:

Field Bytes Description Value
Command Start 1 Constant 0xCA
Lenoth ) Number of bytes in Command | 1* Byte: 0x03
& Data field +2 ond Byte: 0x00
Type 1 Response 0x01
Opcode 1 Constant 0x43
. 0x00 — command failed
Status 1 Command Execution Status
0x01 — command executed successfully
Checksum 1 Valuf depends on “Command Calculated at run time
Data” field

Table 5.32: “Save Device Parameters” Command Response Fields
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5.4.3.5 Remote Parameters Changed

This indication is sent by the modem when parameter was remotely changed

Figure 5.28 describes the “Remote Parameters Changed” indication:

Command Command

Start Length Type Opcode Data Checksum
0xCA LSB | MSB 0x02 0x4C

First

S S

Table Index g;::n(::' Param v re

Value Port Address
1 byte 2 bytes 2 bytes 2 bytes 1 byte N bytes

Figure 5.28: “Remote Parameters Changed” Indication
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Table 5.33 describes the fields of the “Remote Parameters Changed” indication:

Field Bytes Description Value
Command Start 1 Constant 0xCA
Leneth 5 Number of bytes in Command Data field | 1* Byte: 11+N
g +2 (N is the Source Address field length) | 2™ Byte: 0x00
Type 1 Indication 0x02
Opcode 1 Constant 0x4C
Table 1 Parameters Table where parameter was 0x06
changed
Index 2 Index of first parameter that was changed 0 — Maximal Configuration
Table Index
Number of 1 — Maximal Configuration
Parameters 2 Number of parameters that were changed Table Index
Value of first parameter that was changed.
First Parameter In case more than one parameter was
Value 2 changed, other values can be read using 0— OxFFFF
‘Get Parameter’ command.
Source Port 1 Source port of the application that caused 0-15
parameters change
Source address of the node that caused
parameters change:
If Configuration command sent using
Internetworking packet - S/N will be
Source Address N presented. Address length (N) =16
If Remote Configuration command sent
using Intranetworking packet - Logical
ID will be presented. Address length (N)
=2.
Checksum 1 Value depends on “Command Data” field | Calculated at run time

Table 5.33: “Remote Parameters Changed” Indication Fields
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5.4.4 Remote Configuration Commands

Through the use of Data Commands (see Section 5.4.5.1), the NC can configure the network parameters of a
RS. To disable the option for changing parameters values remotely, refer to the ‘Remote Configuration
Enable’ parameter in Appendix A.1.

54.4.1 Set Predefined Parameters

This command replaces one or more parameter configuration tables of a remote device with a predefined one,
stored in the Flash of the remote device.

5.4.4.1.1 Request

In order to send the Set Predefined Parameters command to the remote station, the NC application should
perform the following:

e Format the entire command (see Section 5.4.3.1.1) including command header, length and Checksum
fields.

e Send the Packet TX request (see Section 5.4.5.1) with the following parameters:

o Data Service Type — according to the requested remote configuration service (Intranetworking
Unicast/Broadcast/Unicast over S/N, Internetworking Unicast/Broadcast).

Destination Port — 1.
Destination address — according to the required data service type and the required target ID.
Payload: the command that was formatted at Step 1.

O O O O

All other TX parameters (priority, gain, Ack, etc) should be set according to the application
requirements.

5.4.4.1.2  Response

The response will be received via the Intranetworking RX Packet indication (see Section 5.4.5.3) or via the
Internetworking RX Packet indication (see Section 5.4.5.4). The Source Port field in the RX indication is
set to 1. The payload of this packet indication contains the entire structure of the Set Predefined Parameters
response (see Section 5.4.3.1).

5.4.4.2 Set Device Parameters

Request — Perform the procedure described in Section 5.4.4.1.1. In Step 1, use Set Device Parameters
Request command structure (see Section 5.4.3.2).

Response — As described in Section 5.4.4.1.2. The payload of this packet indication contains the entire
structure of the Set Device Parameters response (see Section 5.4.3.2.2).

5.4.4.3 Get Device Parameters

Request — Perform the procedure described in Section 5.4.4.1.1. In Step 1, use Get Device Parameters
Request command structure (see Section 5.4.3.3).

Response — Perform the procedure described in Section 5.4.4.1.2. The payload of this packet indication
contains the entire structure of the Set Predefined Parameters response (see Sections 5.4.3.2.2and 5.4.3.2).

5.4.4.4 Save Device Parameters

Request — Perform the procedure described in Section 5.4.4.1.1. In Step 1, use Set Device Parameters
Request command structure (see Sections 5.4.3.2.25.4.3.2).
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Response — Perform the procedure described in Section 5.4.4.1.2. The payload of this packet indication
contains the entire structure of the Set Predefined Parameters response (see Section 5.4.3.1).

5.4.5 Data Commands

5.4.5.1 Packet Tx

This command is used by the Host to send data over the power line.

5.4.5.1.1 Request
Figure 5.29 describes the “Packet Tx” command request:

Command Command
Start Length Type Opcode Data Checksum
0xCA LSB | MSB 0x00 0x60 Table Type
A
- N
Host Tx oad
Header
9+N Bytes 1-1472 Bytes
AN
_ N\
Tx Flags Destination Target ID
port
8 Byte 1 Bytes N Bytes

Figure 5.29: “Packet Tx” Command Request

Figure 5.30 describes the “Tx Flags™:

Data

Service Priority | Ack Service Hops Gain Tag Encrypt
Type

1 Byte 1 Byte 1 Byte 1 Byte 1 Byte 2 Bytes 1 Byte

Figure 5.30: “Tx Flags”
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Table 5.34 describes the fields of the “Packet Tx” command request:

Field Bytes Description Value
Command Start 1 Constant 0xCA
11+N — 1486
Length 2 Number of bytes in Command Data field +2 1* Byte: LSB
2" Byte: MSB
Type 1 Request 0x00
Opcode 1 Constant 0x60
0 — Intranetworking Broadcast
) 1 — Intranetworking Unicast
]1?;;1 Service 1 2 — Intranetworking Unicast over S/N 0-4
3 — Internetworking Broadcast
4 — Internetworking Unicast
Packet priority in the network
0 = Normal
Priority 1 1 = High 0-2
2 = Emergency
* Recommended to use Normal priority
Packet transmission service
Ack Service 1 0=No ACK 0-1
1 = ACK required
Maximal Number of hops for repeated packet
1 — Max Network
Hops 1 * Recommended to set to value of ‘Max Network Depth
Depth’ parameter (default value is 8)
. Transmitter gain value.
Gain ! 0 is lowest, 7 is highest. 0-7
Tag ) Session tag value, which helps to identify the 1-65535
command answer.
Encrypt 1 Flag for encrypted messages 0,1
Destination Port 1 Target application port 0-15
For Data Service Type =1 — Use destination’s
short address
Destination Address Length (N) =2
N 0-4
Address

For Data Service Type =2 or 4 — Use
destination’s S/N
Address Length (N) =16

Copyright © Yitran Communications Ltd.

Page 70




@Yﬁfran

Proprietary Information

IT700 Host Interface

Command Set User Guide
IT700-UM-002-R 2.2

Field Value

For Data Service Type = 0 or 3 — This field
should not be used
N=0

Payload L Packet payload 1-1760

Checksum 1 Value depends on “Command Data” field Calculated at run time

Table 5.34: “Packet Tx” Request Command Request Fields
5.4.5.1.2  Response

There are two types of response packets for the Packet TX Command — one for packet admission (response 1)
and one for packet transmission (response 2).

54.5.1.2.1 Packet Tx Admission Response (Response 1)
Figure 5.31 describes the “Packet Tx” command response 1:
Command Command
Start Length Type Opcode Data Checksum
0xCA | 0x07 | 0x00 |  0x01 0x60 Response
Parameters
Status Response Result Tag
Number
1 Byte 0x01 1 Byte 2 Bytes

Figure 5.31: “Packet Tx” Command Response 1

Table 5.35 describes the fields of Response 1 to the “Packet Tx” admission command:

Field Bytes Value
Command Start 1 Constant 0xCA
Number of bytes in Command Data 1 Byte: 0x07
Length 2 d
field +2 2" Byte: 0x00
Type 1 Response 0x01
Opcode 1 Constant 0x60
0x00 — command failed
Status 1 Command execution Status 0x01 — command executed
successfully
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Field Bytes Description Value

Response Number 1 Constant 1 (Tx Admission Response)

0 = Accepted

1 = Rejected — no memory

2 = Rejected — Fatal error — Bad
Result 1 packet syntax, structure, length etc. 0-3
3 = Rejected — Node ID wasn’t
found in Node ID Database (this

response is valid only if “Tx Type”
field =2)

1 — 65535
Session tag value (the same value as

Tag 2 in the command), 1st Byte: TAG LSB
2nd Byte: TAG MSB
Checksum 1 Value depends on “Command Data Calculated at run time

field

Table 5.35: “Packet Tx” Admission Command Response 1 Fields

54.5.1.2.2 Packet Tx Transmission Response (Response 2)
Figure 5.32 describes the “Packet Tx” command response 2:

Command Command
Start Length Type Opcode Data Checksum
0xCA | 0x09 | 0x00 |  0x01 0x60 Response
Parameters
Status Response Tx
1 Byte 0x03 1 Byte 1 Byte 1 Byte 2 Bytes

Figure 5.32: “Packet Tx” Command Response 2
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Table 5.36 describes the fields of Response 2 to the “Packet Tx” transmission command:

Command Start

Constant

0xCA

Number of bytes in Command

1* Byte: 0x09

Length Data field +2 2™ Byte: 0x00

Type Response 0x01

Opcode Constant 0x60

Status Success/fail 0-1

Response Number Constant 3 (Tx Transmission Response)

0=Transmitted Successfully
1=N/A
2=No Acknowledge

Data” field

Result 0-5

3=No Resources (Target)

4=Blocked

5=Unknown error

0 = single hop fl
Routed Sihgie op Hag 0-1

1 = the packet was routed

Number of actual transmissions
Tx Count .

to the line

) 1-65535

Tag Session tgg value (the same 1st Byte: TAG LSB

value as in the command).

2nd Byte: TAG MSB

Checksum Value depends on “Command Calculated at run time

Table 5.36: “Packet Tx” Transmission Command Response 2 Fields

5.4.5.2 Get NC Database Size (NC Only)

This command returns the total number of entries (Max Size) and the index of the last occupied entry (Current
Size) in the NC database.

5.4.5.2.1 Request
Figure 5.33 describes the “Get NC Database Size” command request:
Command Command
Start Length Type Data Checksum
0xCA 0x03 | 0x00 0x00 0x65 0x01

Figure 5.33: “Get NC Database Size” Command Request
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Table 5.37 describes the fields of the “Get NC Database Size” command request:

Field Bytes Description Value

Command Start 1 Constant 0xCA

Length 5 II\)Iumber of bytes in Command IS‘dByte: 0x03
ata field +2 2" Byte: 0x00

Type 1 Request 0x00

Opcode 1 Constant 0x65

Command Data 1 Constant 1

Checksum 1 Constant 0x69

Table 5.37: “Get NC Database Size” Command Request Fields

5.4.5.2.2  Response

Figure 5.34 describes the “Get NC Database Size” command response:

Command Command
Start Length Type Opcode Data Checksum
Entry
0xCA 0x07 | 0x00 0x01 0x65
Parameters

AN
( )

Status Max Size Current Size

1 Byte 2 Bytes 2 Bytes

Figure 5.34: “Get NC Database Size” Command Response
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Table 5.38 describes the fields of the response to the “Get NC Database Size” command:
Field Bytes Description Value
Command Start 1 Constant 0xCA
Leneth ) Number of bytes in 1* Byte: 0x07
g Command Data field +2 2" Byte: 0x00
Type 1 Response 0x01
Opcode 1 Constant 0x65
0x00 — command failed
Status 1 Command Execution Status | 0x01 — command executed
successfully
. Number of entries in the
Max Size 2 NC database
. Index of last occupied entry
Current Size 2 in the NC database
Value depends on .
Checksum 1 “Command Data” field Calculated at run time

Table 5.38: “Get NC Database Size” Command Response Fields

5.4.5.3 Rx Intranetworking Packet
Figure 5.35 describes the “Rx Intranetworking Packet” indication:
Command Command
Start Length Type Opcode Data Checksum
0XxCA | LSB|MSB| 0x02 ox6g | Received
Data
- )
Host Rx Header ayload
19+N Bytes 1-1472 Bytes
/ \
Rx Net Source Target O;llgm Origin ’IFal :_lga; ¢ slf);.l:gc;/
Flags ID ID ID Type ID D o
9 Bytes 2 2 Bytes | 2 Bytes 1 Byte N 2 Bytes 1 Byte
y Bytes y y y Bytes y M

Figure 5.35: “Rx Intranetworking Packet” Indication
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Figure 5.36 describes the Rx Flags:

Rx Data Tx Tx
Service | Modulation SQ . Priority CwW Repeated
Type Service Result
Type
1 Byte 1 Byte 1 Byte 1 Byte | 1 Byte 1 Byte 1 Byte 1 Byte 1 Byte
Figure 5.36: "Rx Flags"
Table 5.39 describes the “Rx Intranetworking Packet” indication fields:
Field Bytes Description Value
Command Start 1 Constant 0xCA
23 - 1486
Length 2 Number of bytes in Command Data field +2 | 1% Byte: LSB
2" Byte: MSB
Type 1 Indication 0x02
Opcode 1 Constant 0x68
Received packet type. Can be one of the
following:
0 = to a device in other network
1 = to other device in my network
Rx type 1 2 = to me 0-5
3 = retransmitted packet
4 = spoofed packet
5 = any malformed packet
Received packet type. Can be one of the
Data Service 1 following: 0-1
Type 0 = Unicast
1 = Broadcast
0xFB = ERM
Modulation 1 0xFC = DCSK4 0xFB, 0xFC, 0xFE
0xFE = DCSK6
SQ 1 Signal quality, 0 is lowest, 31 is highest 0-31
Intranetworking transmission service
) 8, 9 = unacknowledged packet
Tx Service 1 8—11
10 = acknowledged packet
11 = fragmented (long) packet
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Field Value
Packet priority in the network,
.. 0, 1 = Normal
Priority 2 = High 0-3
3 = Emergency
Cw CW for adaptive back-off algorithm 0-15
Retransmission flag
0 = the packet was not retransmitted by this
Repeated device 0-1
1 = the packet was retransmitted by this
device
Transmission result, it is valid only for
retransmitted packets (Repeated = 1)
0 = Okay
1 = No acknowledge
Tx Result 5 — Blocked 0-3
= Blocke
3 = Target device has no resources
4 = Hop count expired, the packet was not
transmitted
Net ID Network ID of the packet 0-1023
Source ID ID of the transmitter 1 -2047
Target ID ID of the target device in the network 0—-2047
Origin ID 0 — short—Address Length (N) =2 01
Address Type 1 — S/N—Address Length (N) = 16
Indicates packet’s source short address in
Oriein ID case “Origin ID Address Type” field =0 or | 0.-.2047 for short address
& source S/N “Origin ID Address Type” field | 1 —2'_1 for S/N
=1
Final ID ID of packet’s final destination 0—-2047
Port of the application that sent the packet
Source and represented by bits 0-3 Source port — 0 — 15
Target Port Port of the target application represented by | Target port — 0 — 15

bits 4-7
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Field Value
Payload Packet payload
Checksum 1 Value depends on “Command Data” field Calculated at run time
Table 5.39: “Rx Intranetworking Packet” Indication Fields
5.4.5.4 Rx Internetworking Packet
Figure 5.37 describes the “Rx Internetworking Packet” indication:
Command Command
Start Length Type Opcode Data Checksum
0XCA | LSB|MSB| 0x02 ox6g | Received
Data
(_ N
Host Rx Header | Host Rx Payload
26 Bytes 1-1472 Bytes
A
C ™
Source Source/Target
Rx Flags SN ports
9 Bytes 16 Bytes 1 Byte

Figure 5.38 describes the “Rx Flags™:

Figure 5.37: “Rx Internetworking Packet" Indication

Rx Data q Tx el Tx
Type Service Modulation SQ Service Priority CwW Repeated Result
1 Byte 1 Byte 1 Byte 1 Byte | 1 Byte | 1 Bytes 1 Byte 1 Byte 1 Byte
Figure 5.38: “Rx Flags”
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Table 5.40 describes the “Rx Internetworking Packet” indication fields:

Field Bytes Description Value
Command Start 1 Constant 0xCA
29 — 1486
Length 2 Number of bytes in Command Data field +2 1* Byte: LSB
2" Byte: MSB
Type 1 Indication 0x02
Opcode 1 Constant 0x68
Received packet type. Can be one of the following:
0 = to a device in other network
1 = to other device in my network
Rx type 1 2 =tome 0-5
3 =retransmitted packet
4 = spoofed packet
5 = any malformed packet
Received packet type. Can be one of the following:
Data Service .
1 0 = Unicast 0-1
Type
1 = Broadcast
0xFB = ERM
Modulation 1 0xFC = DCSK4 0xFB, 0xFC, 0xFE
0xFE = DCSK6
SQ 1 Signal quality, 0 is lowest, 31 is highest 0-31
_ Internetworking transmission service
Tx Service 1 0x10, 0x0D
0x10, 0x0D - unacknowledged packet
Packet priority in the network,
o 0, 1 = Normal
Priority 1 ) 0-3
2 =High
3 = Emergency
CW 1 CW for adaptive back off algorithm 0-15
Retransmission flag
Repeated 1 0 = the packet was not retransmitted by this device | 0—1

1 = the packet was retransmitted by this device
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Field Description Value
Transmission result, it is valid only for
retransmitted packets (Repeated = 1)
0=0K
1 = No acknowledge
Tx Result 1 5 — Blocked 0-3
3 = Target device has no resources
4 = Hop count expired, the packet was not
transmitted
Original Source 16 Indicates packet source’s S/N. 1-2'1

S/N

Port of the application that sent the packet

Source and ! represented by bits 0 — 3 Source port — 0 — 15
Target Port Port of the target application represented by bits | Target port — 0 — 15
4-17
Payload Packet payload
Checksum 1 Value depends on “Command Data” field Calculated at run time
Table 5.40: “Rx Internetworking Packet” Indication Fields
5.4.5.5 Get Node Information (NC Only)

This command is a query to retrieve node information from the NC Database. The query returns the Node ID,
Parent ID, Serial Number and node connectivity status. The query key can be a Node ID, Serial Number or an
index in NC Database.

5.4.5.5.1 Request
Figure 5.39 describes the “Get Node Information” command request:
Command
Start Length Type Opcode Command Data Checksum
0xCA LSB MSB 0x00 0x69 Query Info
N\
Query Key Type Query Key
1 Bytes N Bytes

Figure 5.39: “Get Node Information” Command Request
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Table 5.41 describes the fields of the “Get Node Information” command request:

Field Bytes Description Value
Command
Start 1 Constant 0xCA
Number of bytes in Command Data st ]
Length 5 field 42 1ndByte. 0x03 + N
2" Byte: 0x00
Type 1 Request 0x00
Opcode 1 Constant 0x69
The Node Information is retrieved
according to one of the following key
Query Key 1 types - 0-2
Type 0 =Index in NC DB )
1 =Node Id
2 = Serial number
N
For Query Key Type 0, this field
For Query Key type 0, I - | contain index of NC database. The | For Query Key Type 0 —
N=2 range of valid indexes in NC database | 1. Network Size
can be retrieved from the ‘Get NC
- Database Size’ command (see Section
For Query Key 2 54.5.2) For Query Key Type 1 -
Q K N= Number of S/N bytes | =" "7/ 1- 2047
UCTY €Y | in Address database )
(For query key type 2, | For Query Key Type 1, this field should
length depends on the | contain Logical Node ID For Query Key Type 2-
number of bytes used for 1-2"%1)
serial number entry. The | For Query Key Type 2, this field should
length can be betweep 1| contain Node Serial Number
and 16 - the default is 4
bytes.)
Checksum 1 }1/:.11(1116 depends on “Command Data Calculated at run time

Table 5.41: “Get Node Information” Command Request Fields
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5.4.55.2  Response
Figure 5.40 describes the “Get Node Information” command response:

Coglt:;ztmd Length Type Opcode Command Data Checksum
0xCA 0x18 | 0x00 0x01 0x69 Node Info
I —
- N
er Connectivity
Status Status
1 Bytes 2 Bytes 2 Bytes 16 Bytes 1 Byte

Figure 5.40: “Get Node Information” Command Response

Table 5.42 describes the “Get Node Information” command response fields:

Field Bytes Description Value
Command Start 1 Constant 0xCA
1% Byte: 0x18
Length 2 2 Byte: 0x00
Type 1 Response 0x01
Opcode 1 Constant 0x69
Command execution Status 0x00 — command failed
Status 1 0x01 — command executed
successfully or entry not found
Node ID 2 Node logical ID 1-2047
Parent ID o) Parent logical ID 1-2047
Device serial number. 1-(2'-1)

The total number of bytes
presented in this field is 16 but
the number of relevant bytes is
Serial Number 16 defined according to Number of
S/N bytes in Address database
parameter. Unused bytes are
padded with zero and should be

discarded.

The Connectivity Status field 0 — Disconnected from

defines the connection status Network

between the node and the NC. 1 — Connected to
Connectivity 1 Network with good
Status connection quality.

2 — Connected to
Network but connection
quality may be poor
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Field Value
Value depends on “Command
Checksum 1 Data” ficld

5.4.5.6 Delete Node Information (NC Only)

Table 5.42: “Get Node Information” Command Response Fields

This command deletes node information from the NC database. The key for node deletion can be an index in
the database, Node ID or Serial Number. The command can also request deletion of the entire database which
will cause the NC to lose all network routes and addresses.

5.4.5.6.1 Request
Figure 5.41 describes the “Delete Node Information” command request:

Corsnt::.ztmd Length Type Opcode Command Data Checksum
0xCA LSB MSB 0x00 0x6A Delete Info
N\
Delete Key Type Delete Key
1 Bytes N Bytes

Figure 5.41: “Delete Node Information” Command Request
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Table 5.43 describes the fields of the “Delete Node Information” command request:

Field Bytes Description Value
Command 1 Constant 0xCA
Start
Number of bytes in Command Data st ]
Length 5 field 42 1ndByte. 0x03 + N
2" Byte: 0x00
Type 1 Request 0x00
Opcode 1 Constant 0x6A
The Node Information is deleted
according to one of the following key
types -
Delete 1 0 = Index in NC’s database 0-3
Key Type 1 = Node Id
2 = Serial number
3 = All data in NC’s database
N
For Delete Key Type 0, this field
For Delete Key type 0, 1 - | contain index of NC’s database. The
N=2 range of valid indexes in NC database
can be ret.rleved from the ‘Get NC For Delete Key Type 0 —
Database Size’ command (see Section .
For Delete Key 2 - 1- Network Size
5.4.5.2).
N= Number of S/N bytes
Del in Address database For Delete Key Type 1 -
elete
Key gﬁr thDecllzteefdesy g};lp © thzé For Delete Key Type 1, this field should 1-2047
& P contain Logical Node ID
number of bytes used for 1
serial number entry. The For Dles ete Key Type 2-
length can be between 1 | For Delete Key Type 2, this field should | 1 —(27-1)
and 16 - the default is 4 | contain Node Serial Number
bytes.)
For Delete Key Type 3 this field doesn’t
For Delete Key 3 - exist
N=0
Checksum 1 }1/:112116 depends on "Command Data Calculated at run time

Table 5.43: “Delete Node Information” Command Request Fields
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5.4.5.6.2  Response
Figure 5.42 describes the “Delete Node Information” command Response:
Command
Length Type Opcode Status Checksum
Start
0xCA 0x18 | 0x00 0x01 0x6A 1 byte

Figure 5.42: “Delete Node Information” Command Response

Table 5.44 describes the fields of “Delete Node Information” command response:

Field Bytes Description Value
Command Start 1 Constant 0xCA
1¥ Byte: 0x18
Length 2 2™ Byte: 0x00
Type 1 Response 0x01
Opcode 1 Constant 0x6A
Command execution Status | 0x00 — command failed
Status 1 0x01 — command executed
successfully
Checksum 1 Value depends on
“Command Data” field

Table 5.44: “Delete Node Information” Command Response Fields
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5.4.6 Management Commands
5.4.6.1 Admission Approval Response from Application (NC Only)

This command sets the admission response to the NC. The application should respond using this command
within 1 second after receiving the ‘Get Admission Approval from Application’ Indication (see Section

5.4.6.7).
5.4.6.1.1 Request
Figure 5.43 describes the “Admission Approval Response From Application” command request:
Admission Admission
UL Length Type | Opcode Checksum
Start Result Data
0xCA 0x21 | 0x00 | 0x00 0xA4 2 bytes 29 bytes

Figure 5.43: “Admission Approval Response from Application” Command Request

Table 5.45 describes the fields of the “Admission Approval Response from Application” command request:

Field Bytes Description Value
Command Start 1 Constant 0xCA
. 1* Byte: 0x21
Length 2 Number of bytes in Command Data field +2 | __,
2" Byte: 0x00
Type 1 Request 0x00
Opcode 1 Constant 0xA4
.. 0x2000 — Refuse,
Admission Result 2 0x0000 — Admit
Node’s S/N 16 | Remote Node’s S/N
The value of this field needs to be copied
Admission 5 from the ‘Admission Message ID’ field of
Message ID the ‘Get Admission Approval from
Application’ (see Section 5.4.6.7).
This field should contain the Node Key of
Admission the admitting node. If the Node Key option
Data is disabled or if the same Node Key value is
set in all devices of the network, this field
needs to be copied to the ‘Node Key’ field
Node Key 8 of the ‘Admission Approval Response from
Application” Command (see Section
5.4.6.1). Otherwise, the application is
responsible to set this field with Node Key
value of admitting Remote.
Checksum 1 Value depends on “Command Data” field tCireItllec:ulated atrun
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Table 5.45: “Admission Approval Response from Application” Command Request Fields

5.4.6.1.2

Figure 5.44 describes the “Admission Approval Response from Application” command response:

Response

SULIELT Length Type | Opcode Status Checksum
Start
0xCA 0x03 | 0x00 | 0x01 0xA4 1 byte

Figure 5.44: “Admission Approval Response from Application” Command Response

Table 5.46 describes the fields of the response to the “Admission Approval Response from Application”
command response fields:

Field Value
Command Start 1 Constant 0xCA
Lenoth ) Number of bytes in Command 1" Byte: 0x03
s Data field +2 2" Byte: 0x00

Type 1 Request/Response 0x01

Opcode 1 Constant 0xA4
0x00 — command failed

Status 1 Command Execution Status 0x01 — command executed
successfully

Checksum 1 ValuS depends on “Command Calculated at run time

Data” field

Table 5.46: “Admission Approval Response from Application” Command Response Fields

5.4.6.2

This command requests a Node to leave the network. In case of RMT, the station will try to reconnect, in case
of NC, the station will try to establish a new network (a new Net ID will be allocated)

Leave Network

5.4.6.2.1 Request
Figure 5.45 describes the “Leave Network” command request:
Command Start Length Type Opcode Checksum
0x02 | 0x00 0x00 0xA6 0xA8

Figure 5.45: “Leave Network” Command Request
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Table 5.47 describes the fields of the “Leave Network” command request:

Field Bytes Description Value
Command Start 1 Constant 0xCA
Length ) I];Iumber of bytes in Command 1S;Bytei 0x02
ata field +2 2" Byte: 0x00
Type 1 Request 0x00
Opcode 1 Constant 0xA6
Checksum 1 Constant 0xA8

Table 5.47: “Leave Network” Command Request Fields

5.4.6.2.2  Response

This command is exceptional in the sense that it does not provide a Response in reaction to the Leave Network
Request. Since the modem resets itself after receiving this Request, the application should expect a Reset
Response (see Section 5.4.2.1.2) in reaction to the Leave Network Request.

5.4.6.3 Set Distributed Parameters List (NC Only)

The command defines the distributed parameters list. The parameters within this list will be distributed
automatically by the Y-NET stack via NL Management messages.

5.4.6.3.1 Request
Figure 5.46 describes the “Set Distributed Parameters List” command request:

Command Command
Start Length Type | Opcode Data Checksum
LSB MSB
0xCA (3N+3) (3N+3) 0x00 0xA8 Parameters

AN —

(“N” = the vl —~
f -
gzgr]ferter(s) Number of | Parameter 1 | Parameter 1 Parameter N | Parameter N
to be set.) Params (N) Index Value Index Value
1 Byte 1 Bytes 2 Bytes 1 Bytes 2 Bytes

Figure 5.46: “Set Distributed Parameters List” Command Request
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Table 5.48 describes the fields of the “Set Distributed Parameters List” command request:

Field Value
Command Start 1 Constant 0xCA
Number of bytes in Command Data field | 1" Byte: LSB
Length 2 od
+2 2" Byte: MSB
Type 1 Request 0x00
Opcode 1 Constant 0xA8

Number of Parameters which will be

Number Of Params (N) 1 distributed

Index and Value of parameter/s to be
changed. The Number of parameters to

Params SN be changed is determined according to

the “Number of Params” field

Value depends on “Command Data” Calculated at run
Checksum 1 .

field time

Table 5.48: “Set Distributed Parameters List” Command Request Fields

5.4.6.3.2  Response
Figure 5.47 describes the “Set Distributed Parameters List” command response:

Command

0xCA 0x03 | 0x00 | 0x01 0xAS8 1 byte

Figure 5.47: “Set Distributed Parameters List” Command Response
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Table 5.49 describes the fields of the response to the “Set Distributed Parameters List” command:

Field Bytes Description Value
Command Start 1 Constant 0xCA
Number of bytes in Command Data 1 Byte: 0x03
Length 2 od
field +2 2" Byte: 0x00
Type 1 Request/Response 0x01
Opcode 1 Constant 0xA8
0x00 — command failed
Status 1 Command Execution Status 0x01 — command executed
successfully
Checksum 1 Value depends on “Command Data Calculated at run time

field

Table 5.49: “Set Distributed Parameters List” Command Response Fields

5.4.6.4 Get Distributed Parameters List (NC Only)
The command retrieves distributed parameters list.

5.4.6.4.1 Request
Figure 5.48 describes the “Get Distributed Parameters List” command request:

Command
Start Length Type Opcode Checksum
0xCA 0x02 0x00 0x00 0xA9 0xAB

Figure 5.48: “Get Distributed Parameters List” Command Request

Table 5.50 describes the fields of the “Get Distributed Parameters List” command request:

Field Bytes Value
Command Start 1 Constant 0xCA
Length ) I(\:Iumber of bytes in IStdByte: 0x02
ommand Data field +2 2" Byte: 0x00
Type 1 Request 0x00
Opcode 1 Constant 0xA9
Checksum 1 Constant 0xA9B

Table 5.50: “Get Distributed Parameters List” Command Request Fields
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5.4.6.4.2  Response
Figure 5.49 describes the “Get Distributed Parameters List” command response:

Command
LSB MSB
0xCA (3N+3) (3N+3) 0x01 0xA9 Parameters
[13 29 / \
(“N” = the - =
numbe Number of eter N
Params (N) Index Value Value
1 Byte 1 Bytes 2 Bytes 1 Bytes 2 Bytes

Figure 5.49: “Get Distributed Parameters List” Command Response

Table 5.51 describes the fields of the “Get Distributed Parameters List” command response:

Field Bytes Description Value
Command Start 1 Constant 0xCA
Number of bytes in Command Data field | 1% Byte: LSB
Length 2 nd
+2 2" Byte: MSB
Type 1 Request 0x01
Opcode 1 Constant 0xA9

Number of Parameters in distributed

Number Of Params (N) 1 .
parameters list

Index and Value of parameter/s in
distributed parameters list. The Number

Params 3N of parameters is determined according to

the “Number of Params” field.

Value depends on “Command Data” Calculated at run
Checksum 1 .

field time

Table 5.51: “Get Distributed Parameters List” Command Response fields

5.4.6.5 Connectivity Status with RS (NC Only)

This message provides an indication if there is a change in connectivity status between the RS and NC. If the
connection status between RS and NC becomes invalid, this indication will be sent to the application and the
Connectivity Status field will indicate an invalid connection. When Connectivity Status becomes valid again,
the indication will be sent to application and the Connectivity Status field will indicate valid connection.
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Figure 5.50 describes the “Connectivity Status with RS” indication:

Command Node Connectivity
Start Length Type Opcode D S/N Status Checksum
0xCA 0x15 | 0x00 0x02 0xB1 2 bytes | 16 bytes 1 byte
Figure 5.50: “Connectivity Status with RS” Indication
Figure 5.52 describes the fields of the “Connectivity with RS” indication:
Field Bytes Description Value
Command Start 1 Constant 0xCA
Number of bytes in Command Data field 1" Byte: 0x15
Length 2 nd
+2 2™ Byte: 0x00
Type 1 Indication 0x02
Opcode 1 Constant 0xB1
Node ID 2 Remote Node ID
Remote’s Serial Number. 16 bytes are
SN 16 included in this field but the number of
valid bytes depends on number of bytes
saved in Address DB.
Connectivity ! Defines the status of connection between | 0 — Invalid connection
Status the RS and NC 1 — Valid connection
Checksum 1 Value depends on “Command Data” field | Calculated at run time
Table 5.52: “Invalid Connection with RS” Indication Fields
5.4.6.6 RS Left the Network (NC Only)
This Indication informs the NC application that a RS has left the network.
Figure 5.51 describes the fields of the “RS Left the Network™ indication:
Command Node
Start Length Type Opcode D S/N Reason Checksum
0xCA 0x15 | 0x00 0x02 0xB3 2 bytes 16 bytes 1 byte

Figure 5.51: “RS Left the Network” Indication
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Table 5.53 describes the fields of the “RS Left the Network” indication:

Field Bytes Description Value
Command Start 1 Constant 0xCA
Leneth ) Number of bytes in Command 1" Byte: 0x15
g Data field +2 2" Byte: 0x00
Type 1 Indication 0x02
Opcode 1 Constant 0xB3
Node ID ) Node ID of RS that left the
network
Serial Number of RS that left the
network. 16 bytes are included in
S/N 16 this field but the number of valid
bytes depends on number of bytes
saved in Address DB.
0x00 - No Reason
Reason ! Defines the status of connection 0x01 - Improved to Other network
between the RS and NC 0x02 - Left because of No Parent
0x03 - Left by RS Application Request
Checksum 1 Valuf depends on “Command Calculated at run time
Data” field
Table 5.53: “RS Left the Network” Indication fields
5.4.6.7 Get Admission Approval from Application (NC Only)

This message provides an indication to the application that a NC admission response is required. The
application should respond to this indication using the Admission Approval Response from Application (see
Section 5.4.6.1) within 1 second.

Figure 5.52 describes the “Get Admission Approval from Application” indication:

Command Admission
Start Length Type Opcode Data Checksum
0xCA Ox1F | 00 0x02 0xB8 29 bytes

Figure 5.52: “Get Admission Approval from Application” Indication
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Table 5.54 describes the fields of the “Get Admission Approval from Application” indication:

Field Bytes Description Value
Command Start 1 Constant 0xCA
Number of bytes in Command Data field | 1% Byte: 0x1F
Length 2 nd
+2 2" Byte: 0x00
Type 1 Indication 0x02
Opcode 1 Constant 0xB8
Node’s S/N 16 Admitting Remote S/N
The value of this field needs to be copied
to the ‘Admission Message ID’ field of
o 5 the ‘Admission Approval Response From
Admission Application’ Command (see Section
Message ID 5.4.6.1).

This value indicates the Node Key value
of NC. The value of this field needs to be
copied to the ‘Node Key’ field of the
Node Key 8 ‘Admission Approval Response From
Application” Command (see Section
5.4.6.1) unless a unique Node Key value
is used for Remotes.

Checksum 1 Value depends on “Command Data” field | Calculated at run time

Table 5.54: “Get Admission Approval from Application” Indication Fields

5.4.6.8 Admission Refuse
This message provides an indication of Admission Refusal
Figure 5.53 describes the “Admission Refuse” Indication:

Command Refuse
Start Length Type Opcode Reason Checksum
0xCA 0x04 | 0x00 0x02 0xB9 2 bytes

Figure 5.53: “Admission Refuse” Indication
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Table 5.55 describes the fields of the “Admission Refuse” Indication:

Field Value
Command Start 1 Constant 0xCA
Number of bytes in Command
Length 2 Data field +2 0x04
Type 1 Indication 0x02
Opcode 1 Constant 0xB9
0x1000 — DB Full
0x2000 — Application
0x3000 — No Reason
Refuse Reason 2 0x4000 — S/N not in range
0x5000 — Duplicate Node ID
0x6000 — Wrong Node ID
0x7000 — Wrong Confirm Key
Checksum 1 Valuf depends on “Command Calculated at run time
Data” field
Table 5.55: “Admission Refuse” Indication Fields
5.4.6.9 Connected to NC

This message provides an indication about a node becoming connected to the NC
Figure 5.54 describes the “Connected to NC” Indication:

Command Command
Start Length Type Opcode Data Checksum
0xCA 0x0A | 0x00 0x02 0xBA Parent Info
Parent NC Distance to Reserved
ID Node NC
2 Bytes | 2 Bytes 1 Byte 3 Bytes
Figure 5.54: “Connected to NC” Indication
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Table 5.56 describes the “Connected to NC” Indication fields:

Field Bytes Description Value
Command Start 1 Constant 0xCA
Length ) Z\rglmber of bytes in Command Data field 1:;]3}’&33 0x0a

2™ Byte: 0x00
Type 1 Indication 0x02
Opcode 1 Constant 0xBA
Parent ID 2 Direct Parent Node ID
NC Node ID 2 NC Node ID 1
Distance 1 Distance to NC 0 — max network depth
Reserved 3 Reserved
Checksum 1 Value depends on “Command Data” field | Calculated at run time
Table 5.56: “Connected to NC” Indication Fields
5.4.6.10 Disconnected From NC

This message provides an indication of a Node disconnection from the NC

Figure 5.55 describes the “Disconnected From NC” Indication:

Command Command
Start Length Type Opcode Data Checksum
0xCA 0x03 | 0x00 0x02 0xBB Disconnect

Reason

Figure 5.55: “Disconnected From NC” Indication
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Table 5.57 describes the “Disconnected From NC” Indication fields:

Field Bytes Description Value
Command Start 1 Constant 0xCA
Leneth ) Number of bytes in 1* Byte: 0x03
g Command Data field +2 2" Byte: 0x00

Type 1 Indication 0x02

Opcode 1 Constant 0xBB
0 — Parent Unstable
1 — NVR NAck
2 — Infinity
3 — Init

Disconnect . 4 — Can’t start timer

1 Disconnect Reason

Reason 5 — NVR Refused

6 — NVR Enq

7 — Invalid Node ID

10 — disconnected by application
request

Value depends on

“Command Data” field Calculated at run time

Checksum 1

Table 5.57: “Disconnected From NC” Indication Fields

5.4.6.11 New Connection to NC (NC Only)

This message is applicable to the NC only. The message gives an indication of the New Connection of a node
to the NC.

Figure 5.56 describes the “New Connection to NC” indication:

Command Command Checksum
Start
Entry
0xCA 0x06 | 0x00 0x02 0xBE
Parameters

A
[ A\

Node ID

2 Bytes 2 Bytes

Figure 5.56: “New Connection to NC” Indication
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Table 5.58 describes the “New Connection to NC” indication fields:

Field Bytes Description Value
Command Start 1 Constant 0xCA
Length 5 I]\)Iumber of bytes in Command IStdByte: 0x06
ata field +2 2" Byte: 0x00
Type 1 Indication 0x02
Opcode 1 Constant 0xBE
Node ID 2 New Station’s Node ID
Parent ID 2 New Station’s Parent ID
Checksum 1 gz::,e, gzllognds on “Command Calculated at run time

Table 5.58: “New Connection to NC” Indication Fields

5.4.6.12 Network ID Assigned (NC Only)
This message is applicable to the NC only and gives an indication about the Network ID assigned to the NC.
Figure 5.57 describes the “Network ID Assigned” indication:

Command nd
Start Lengt Data Checksum
0xCA 0x04 | 0x00 0x02 0xBF Net ID
Figure 5.57: “Network ID Assigned” Indication
Table 5.59 describes the “Network ID Assigned” indication fields:
Field Value
Command Start 1 Constant 0xCA
Leneth ) Number of bytes in Command 1" Byte: 0x04
g Data field +2 2" Byte: 0x00
Type 1 Indication 0x02
Opcode 1 Constant 0xBF
Net ID 2 New Network 1D
Checksum 1 ValuS depends on “Command Calculated at run time
Data” field

Table 5.59: “Network ID Assigned” Indication Fields
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Appendix A. Parameters Tables

This section details the IT700 Parameters Tables. The “Parameter” field consists of 2 Bytes in the little-endian

format.

Al

Index

LSB

MSB

Figure 5.58: Configuration Tables “Parameter” Field Structure

Configurable Parameters Table

Table 5.60 details the Configurable Parameters, their indexes and default values. The ‘Requires Reset’ column
indicates the parameters that require modem Reset when the value is changed.

“ROM” . . Requires
Parameter Index # Value Default Description Reset
Enabled to specify UART baud rate +
UART Rate (Div 240 — different than the default. The
10) 0x0005 3840 3840 specified value will be multiplied
by 10 to get the actual baud rate.
1- . +
Network ID 0x0018 0x03FF 0 Network ID part of logical address
1- . +
Node ID 0x0019 0x07FF 1 Node ID part of logical address
Modulation modes
0x00 — Automatic Rate Control
Modulation 0x001A 0-3 0 0x01 — DCSK6(SM)
0x02 — DCSK4(RM)
0x03 — ERM
0- Un-Acknowledged Repeats — number
UNACK Repeats | 0x001C 0x00FF 0 of required repeats.
0_ Acknowledged Retries — number of
ACK Retries 0x001D 4 required retries with acknowledge
0x00FF
request.
1- +
Parent address 0x0020 0xO7FF 0 Parent Node ID - Read Only
NC address 0x0021 0-1 0 NC Node ID - Read Only +
Distance from 1- Distance (in Hops) between RS and +
NC 0x0022 0x00FF 255 NC - Read Only
Copyright © Yitran Communications Ltd. Page 99




;,’ S IT700 Host Interface
’@)Yl‘l'ran Proprietary Information Command Set User Guide
AN IT700-UM-002-R 2.2
“ROM” . . Requires
Parameter Index # Value Default Description Reset
Setting the Forced Network 1D +
Forced Network - manually. Used in conjunction with
D 0x002E 0x3FFF 0 the “Network ID selection mode”
when it is set to ‘Forced’ (see index
#52)
The station can function either as NC +
orasaRS
Operation Mode 0x0031 0,3 0 0 = Adaptive Mode (RS)
3=NC
The number of stations in the physical +
network (the physical network can
5_ contain multiple logical networks).
Network size 0x0038 0xFFFF 10 All related timers are set
automatically when this value is
changed. Must be set to the same
value for all stations in the network.
This parameter defines the maximal +
number of RS which will be allowed
NC Database to join the NC’s logical network. The
Size 0x005B 2-1400 10 size of all NC related databases is set
automatically when this value is
changed.
Number of S/N bytes in the Address +
Igli?sbg Kilifc\]ss 0x003A 1-16 4 database. This value also defined the
dZtabase minimum number of S/N LSBs that
should be unique.
Irilsllr)n E)ercgrt;lsgl This value defines the number of S/N
(in SN Range 0x003B 1-127 8 MSBs to be compared in S/N Range
Admission mode) Admission mode.
The NC can function in the following +
Admission Modes:
NC Admission 0=Auto
Mode 0x003C 0-3 0 1=S/N Range
2=S/N Range & App Mode
3=App Mode
Node Key 0x004E — 0955 0 To set byte X of Node Key, use Set +
(Bytes 0-7) 0x0055 Device Parameters with Index 70+X.
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“ROM” . . Requires
Parameter Index # Value Default Description Reset
Read Only +
0- FCC
2 — CENELEC A
3 — CENELEC B or CENELEC A2
Operation Band 0x5F 1-5 0 4 — CENELEC A3
128 — ARIB
To Set operation band use the ‘Set
Predefined Parameters’ Command
detailed at section 5.4.3.1
Maximal number of hops in the +
11\)/[:)(,[111\1 ctwork 0x0072 2-16 8 network. Must be set to the same
P value for all stations in the network.
0— +
Auto Disabled The modem is initialized and set to
. 0x0100 0 . .
configuration 1 — online mode, automatically, after reset
Enabled
Send V1 Packets | 0x103 | 0-1 0 Setting the flag to 1 enables "
transmission of packets in D1 format.
Source node The address of the source node in the
address type at received intranetworking packet
receiver host 0x0104 | 0-1 0 indication will be:
(relevant only for By S/N if flag is set to 1
NO) By logical address if set to 0.
0x0107(M)— | Set to 0x0000 to filter packet type
! Set to 0x0001 to forward packet type
8x0108(D)— Legend:
) “M” — Mine (packets whose
8X0 09(N)— destination is the receiver Node)
“D” — Other Device (same logical
0x0107 — _
Rx Filter (;( oroe |01 8X010A(D network)
x “N” — Other Network (different
8X0 10B(C)— logical network)
“I” — Imposter.
0x010D(MR) | . .
—0 C” — Malformed (bad CRC/length).
0x010E(OR) “MR” — My Repeated packets.
-0 “OR” — Other Repeated packets.
NL Mng Enabled | 0x0200 0-1 1 Setting the flag to 1 activates the NL +
Management background processes.
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“ROM” . . Requires
Parameter Index # Value Default Description Reset
If enabled, warm start will take place +
Warm Start when powered on
Enabled 0x0202 0-1 ! 1 — Warm Start
0 — Cold Start
If enabled, the station can function as
Parent mode a parent.
enabled 0x0203 0-1 I 1 — Enabled
0 — Disabled
Network ID can be selected +
automatically or set manually by the
Network ID 0x0206 0-1 0 application
selection mode _
0 = Auto
1 = Forced
Remote If enabled, the modems will allow
Configuration 0x020D 0-1 1 2.
Configuration of parameters remotely.
Enable
Remote Version If enabled, the modems will allow
0x020E 0-1 1 Version Download procedure to be
Download Enable
preformed remotely.
Table 5.60: Configurable Parameters
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A2 Debug Parameters
Table 5.61 details the IT700 Debug Parameters and their indexes.

Parameter Index # Description
Number of Received & Transmitted BYTES for period time
LOAD_L 0 of 10 seconds - LSB
Number of Received & Transmitted BYTES for period time
LOAD_H ! of 10 seconds - MSB
BLOCKED L ) Number of Blocked packets in period time of 10 seconds -
- LSB
BLOCKED H 3 Number of Blocked packets in period time of 10 seconds -
- MSB
RX ALL L 4 Number of received packets - LSB
RX ALL H 5 Number of received packets - MSB
RX MINEL L 6 Number of “My” received packets - LSB
RX MINE H 7 Number of “My” received packets - MSB
RX BC L 8 Number of “Broadcast” received packets - LSB
RX BC H 9 Number of “Broadcast” received packets - MSB
TX ALL L 10 Number of any transmitted packets - LSB
TX ALL H 11 Number of any transmitted packets - MSB
TX BC L 12 Number of “Broadcast” transmitted packets - LSB
TX BC H 13 Number of “Broadcast” transmitted packets - MSB
TX NOACK L 14 Number of transmitted packets with no ACK - LSB
TX NOACK H 15 Number of transmitted packets with no ACK - MSB
TX BLOCK L 16 Number of blocked transmitted packets - LSB
TX BLOCK H 17 Number of blocked transmitted packets - MSB
TX SUCCESS L 18 Number of successful transmissions - LSB
TX BLOCK H 19 Number of successful transmissions - MSB
LASTHOP L 20 Number of packets that weren’t retransmitted due to zero hop
- count - LSB
LASTHOP L 71 Number of packets that weren’t retransmitted due to zero hop
- count - MSB
I;\I;}l\é[}_{%F_CONNECT_TO_NE 38 Number of successful connections to NEW network
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Parameter Index # Description

DICONNECT_FROM_NETWO . .

RK_COUNTER 39 Number of disconnections from network

NETWORK IMPROVMENT _ .

COUNTER 40 Number of network improvements

PARENT IMPROVMENT CO 41 Number of i ¢

UNTER umber of parent improvements

PARENT DISCONNECT CO . .

UNTER 42 Number of disconnections from parent

EQRENT—CONNECT—COUNT 43 Number of connections to parent

g}({) UBLE_ADDRESS_COUNT 44 Number of double address events

Eg}&? ER_OF_STATIONS_L. 49 The Number of stations I can hear directly

Table 5.61: Debug Parameters
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A3 Configurable Parameters Factory Defaults

All configurable parameters have default values that are stored in the Flash (“ROM” defaults). However, the
user may request to use different default values. Factory default parameters are one time programmable and
may be programmed at the manufacturing stage to comply with specific user requirements.

Not all parameters must be set in factory default. If the parameter’s Factory Default value is set, the IT700
loads parameters from the factory default. If the parameter’s Factory Default value is not set, the IT700 loads
parameters from the “ROM” default.

The parameters where it is highly recommended to change the default values to factory default values are:

e Region: This parameter must be set as a factory default if the user region is not FCC. Otherwise, the
modem may return to an FCC value if the non-volatile memory content is corrupted.

o Serial Number (S/N): If this parameter is not set the modem may lose its serial number. A modem
without a serial number cannot join the Y-NET network.

To define specific Factory Default values follow the procedure described below:

e Check if a parameter’s Factory Default value is set, and therefore Valid, by using the “Get Device
Parameters Command” (see Section 5.4.4.3). The ‘Table Type’ field of this command should be set to
‘Factory Defaults validness’ (0x09). The ‘Index’ field is defined according to the parameter’s index as
detailed in the Configurable Parameters Table in Appendix A.1 The S/N index is an exception for this
case — see description about S/N indexes below.

e [faparameter’s Factory Default value is not set, and therefore invalid, use the “Set Device Parameters
Command” (see Section 5.4.3.2). The ‘Table Type’ field of this command should be set to ‘Factory
Defaults’ (0x08). The ‘Index’ field is defined according to the parameter’s index as detailed in the
Configurable Parameters Table on Appendix A.1 The S/N index is an exception for this case — see
description of S/N indexes below.

e To check factory default validity or set the factory default value of a S/N, use the following indexes
(the S/N indexes are not part of the parameters table detailed in Appendix A.1):

o Index 96 — S/N Bytes 0 and 1
Index 97 — S/N Bytes 2 and 3
Index 98 — S/N Bytes 4 and 5
Index 99 — S/N Bytes 6 and 7
Index 100 — S/N Bytes 8 and 9
Index 101 — S/N Bytes 10 and 11
Index 102 — S/N Bytes 12 and 13
o Index 103 — S/N Bytes 14 and 15

e After setting Factory Defaults there is no need to use the “Save Device Parameters” command.

O O O O O O
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Appendix B. IT700 Initialization

B.1 Introduction

This appendix describes the initialization modes performed internally by IT700. The modes and options for
initializing IT700 are as follows:

e NL management start up modes (Warm/Cold Start) is detailed in Appendix B.2.
e Parameters configuration process during initialization is specified in Appendix B.3.

e Recovery from initialization with corrupt parameters during initialization using “Safe mode”
initialization is detailed in Appendix B.5.

e Rules for setting the S/N are specified in Appendix B.6.

B.2 NL Management Start Up Modes

The NL management module of an RS node will be initialized based on its start mode as follows:

e In warm start mode, IT700 uses the NL management databases it was set with before it was powered
off (i.e., conserve logical address, link with parent state, parent Node ID and distance from NC).

e In cold start mode, IT700 will reset the NL management databases and then requires readmission to a
logical network.

B.3 Parameters Configuration Process During Initialization

After the very first power-on of IT700, or after setting IT700 with default settings, the default configuration
settings will be set in IT700’s RAM and NVM.

The host interface enables the user to modify the configuration settings in the IT700 RAM (see
Section 5.4.3.2) and to save configuration settings to the NVM (see Section 5.4.3.4).

The last configuration settings saved to the NVM will be loaded from the NVM to IT700’s RAM on
subsequent IT700 power-on events.

In the event of a strong injection of noise (such as an EMC pulse), writing to the NVM may be externally
corrupted. 1T700 will discover a NVM corruption as it continuously validates the integrity of the contents of
the NVM. If IT700 detects that the content is corrupted it will return to default configuration settings. The
application should detect and handle such failure by monitoring the Reset Response. If the IT700’s Reset
Response ‘Status’ field is set to “Invalid parameters in NVM?”, the application will act as if it’s the modem’s
first power-on by modifying the configuration settings and storing it in the NVM.
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B.4 BSP (Board Support Package)

The BSP module is responsible for validation of IT700 FW (Firmware) on the flash and for supporting the
local and remote FW update processes.

The BSP module provides a set of BSP Interface commands. The BSP commands are differentiated from non
BSP commands by the ‘Start’ field value which is set to 0xCC (non BSP commands ‘Start’ field is 0xCA).

In order to put the modem in ‘BSP Mode’, the user should respond to the BSP “Welcome” message that is sent
by the modem on every power-up prior to the Reset Response. The user should discard the “Welcome”
message to enter normal operation mode.

Figure 5.59 describes the BSP “Welcome” message:

Start
Length Type Opcode Status Checksum

0xCC 0x03 | 0x00 | 0x01 0x04 0x01 0x09

Figure 5.59: BSP “Welcome” Message

If local FW update is required, the user should enter BSP mode (by answering the Welcome message), erase
the Flash and write the new FW using the BSP interface commands. The BSP Interface commands used for
this procedure are out of the scope of this document.

B.5 Safe Mode

As part of the startup sequence after reset, [T700 loads parameters stored in the non-volatile memory (NVM).
The host application may inadvertently set the values of the parameters such as to cause a bad startup
sequence, which may result in repeated resets. Safe mode allows IT700 to startup using the default parameter
values stored in the firmware, thus guaranteeing successful completion of the startup sequence. The host
application may then read and correct corrupt values stored in the non-volatile memory. Sometimes IT700 will
issue a Reset Response (see Section 5.4.2.1) to the host application indicating “Invalid parameters in NVM”
in the “Command Data” field of the response.

The procedure for recovery from parameters corruption in IT700 is as follows:
e To enter Safe Mode, set IT700 pin P1_1 to logical “0”.
e Resetting IT700 will cause it to wake up with default parameters.
e Setpin P1_1 to logical “1” (P1_1 as an internal pull-up).
e Apply proper configuration to IT700 and save settings to NVM.

When using the STK2-v2 platform, enter IT700 to Safe Mode by placing a jumper on JP14 of the STK2-v2.
To exit Safe Mode, remove the jumper from JP14.
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B.6 S/N Settings

To ensure S/N uniqueness among customers, Yitran produces a 5-bytes Client Unique Code sequence, which
will be set to bytes 12-16 (MSBs) of the S/N. Bytes 1-11 (LSBs) are the Client’s Address Space which will be
used by the customer to assure uniqueness within its inventory. To obtain the Client’s Unique Code when
approaching product manufacturing Contact Yitran Customer Support.

Figure 5.60 describes the S/N Fields:
S/N(Hex) [ 16 [ 15|14 |13 |12 |11 |10]9 |8 |7 |6 |54 |3 |2 |1
Client’s Unique Code Client’s Address Space

Figure 5.60: S/N Fields Description
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Appendix C. Applicative Recommendations
The host application should take into consideration the following applicative recommendations and
considerations:

e Dynamic routing recommendations and indications (see Appendix C.1).

e Bandwidth considerations (see Appendix C.2).

e Recommendations for polling based applications (see Appendix C.3).

C.1 Dynamic Routing Recommendations and Indications

e RS Connectivity with NC

o Indication of connectivity with the NC from the Y-NET Stack indicates communication with
NC is available.

o Indication of no connectivity with the NC from the Y-NET Stack indicates communication
with the NC is unavailable.

o If data transmission from RS to NC is critical, consider using buffers and application level
acknowledgements for uncertainty periods and for higher communication reliability.

e NC Connectivity with RS

o Indication from the Y-NET Stack that a new RS joined the network indicates proper
communication with the joining RS.

o The ‘Connectivity Status’ field from the ‘Get Node Information’ response indicates status of
the communication link with that RS

o If data transmission from NC to RS or its siblings is critical, consider using buffers and
application level acknowledgements for uncertainty periods and for higher communication
reliability.

C.2 Bandwidth Considerations

IT700 is designed for low-bandwidth applications; therefore network performance will experience a degree of
degradation when overwhelmed with transmissions.

The rate of transmissions for the entire network (i.e., not per node) should not exceed 9/7/4 transmissions per
second (for FCC/ARIB/CENELEC regions, respectively). Lower rates are highly recommended.

Host applications should avoid burst transmissions as much as possible (regardless of the selected rate). Bursts
can be sent from a single node transmitting multiple transmissions fast or from multiple nodes (i.e., more than
10) transmitting simultaneously. Therefore, host transmissions should be spread as randomly and evenly as
possible over time. The host can assume congestion in its surrounding network when receiving blocked
transmission indications from IT700.

Note that unless the application is properly designed, direct links with the NC tend to bottle-neck for many
application types. Such problems can be avoided by careful design of the application.
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C3 Recommendations for Polling Based Applications

The following section provides recommendations for RS polling methods.

There are two main methods for RS polling:
e Polling RS according to NC database index.

o Send a “Get Node Information” query with the Database Index (see Section 5.4.5.5) in order
to retrieve the Node ID of a RS in a specific index. The index value can vary from index 1 to
the last occupied entry in the NC database. The last occupied entry can be obtained using the
“Get NC Database Size” command (see Section 5.4.5.2).

o Check the “Connectivity Status” field of “Get Node Information” query response and validate
it indicates “Connected to Network™.

o Send a “Packet Tx” command (see Section 5.4.5.1) to poll the RS. Set the RS Node ID in the
“Destination Address” field and “Intranetworking Unicast” in the “Data Service Type” field.

e Polling RS according to S/N list maintained by the application.

o Send a “Packet Tx” command, set the RS S/N in the “Destination Address” field and
“Intranetworking Unicast Over S/N” in the “Data Service Type” field (see Section 5.4.5.1).

o Since the “Connectivity Status” of the RS is not validated automatically when using
“Intranetworking Unicast Over S/N” (or any other data service), it is recommended that the
application validates the “Connectivity Status” (by sending Get Node Information” query with
S/N as query KEY) before polling the node.

The expected transmission rate, due to the polling implementation, should be estimated such that it does not
exceed the channel utilization, based on the bandwidth considerations given in Appendix C.2.
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Appendix D. Frequently Asked Questions (FAQ)

This is an informative appendix consisting of the most frequently asked questions about topics related to
IT700 technology in general and more specifically IT700 host interface.

Q: Can I use the non-volatile memory to save application parameters?
A: There is an option for saving application parameters to NVM (see Section 4.2.4.1).

Q: Is the EEPROM required for working with IT700?
A: EEPROM is mandatory for NC nodes only.

Q: How do I determine the node type (RS or NC)?

A: See “Set Device Parameter” command (see Section 5.4.3.2) and “Operation Mode” parameter (see
Appendix A.1).

Q: Can I configure the baud-rate of UART interface between IT700 and an external host pC?

A: There is an option for configuring the UART baud-rate to a value different than the default (see
Section 3.2.2).

Q: How do I determine the nodes connected to my network?
A: You can use the “Get Node Information” command in the NC (see Section 5.4.5.5).

Q: Can I use the target node S/N in order to transmit a packet?
A:
e Option 1 — Internetworking Unicast.

e Option 2 — Intranetworking Unicast over S/N (from NC to RS only). In this transmission mode IT700
will convert the Destination’s S/N (given as part of the transmission fields) to the logical ID and sends
a regular Intranetworking Unicast packet over the power line.

For transmitting from the RS to the NC, use intranetworking Unicast with the Node ID = 1 as the destination
Node ID field (the Node ID of the NC is always set to 0x0001).

Q: How do I initialize IT700?

A: The initialization process of IT700 is detailed in Appendix B. The Set up process enabling a host to work
with IT700 is detailed in Chapter 2.

Q: How do I set the modem’s operation band?

A: See “Set Predefined Parameters” command (see Section 5.4.3.1). Note that the band should be set
according to the hardware surrounding the chip components.

Q: Why do I get a big percent of “blocked” response when I transmit packets?

A: Transmission requests from the application controller enter a limited sized packet queue which buffers
packets pending for transmission for a limited time period. When the queue size is exceeded or when a packet
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is held in the queue more than a given timeout, it will not be transmitted and will be counted as a “blocked”
packet.

A single Tx command to IT700 will lead to two responses to the application:

e The first response is sent after the packet is placed in the transmission queue. After this response the
application is allowed to post the next command to IT700.

e The second response provides the transmission results. When using IT700, the application does not
need to wait for the packet to be transmitted on the line in order to initiate the next command.
Since the serial interface data rate is faster than the rate of transmission over the power line, when transmitting
from an external application without any delay between packets you may enter a situation that the number of
packets in queue is increasing constantly and you will observe a big percent of blocked packets.

Q: Is it possible to send a message between two RS?

A: Communication between two RS is possible if they have direct physical link between them (there are no
routing capabilities between 2 RS).

Q: Do I need to initialize the device before starting to transmit data on the power line? What is the Auto Start
used for?

A: IT700 has to be initialized according to the description in Appendix B. The Auto Start option should be
used in case there is no option for an application controller to continuously monitor data sent from IT700 (i.e.
can miss the “Reset” response).

Q: Does Extremely Robust Mode (ERM) really just sends each packet 4 times, or is there more to ERM than
that? For example, is there any change in encoding or interleaving that might improve robustness more than
the obvious mathematical factor of 4 due to sending each packet 4 times instead of once?

A: The ERM mode was created to overcome impedance modulation. In ERM mode each Symbol is sent 4
times in the same packet and the interleaving is between symbols and not within symbols, creating a much
longer and much more robust interleaving series. Therefore ERM modulation has great value in increased
coverage especially in conditions with long burst noises, or location that suffer from strong channel
attenuation.

Q: How do I set the device address?

A: By default, a unique logical address will be assigned automatically by IT700 and should not be set by the
user.

Q: My application “knows” the S/N of nodes participating in the network. How can I determine the logical
address provided to these nodes?

A: Use the “Get Node Information” command (see Section 5.4.5.5).

Q: Which packet filtering should I use

A: By default, applications should enable only “mine” packets. All other packets (as not being mine) should
be filtered out for the application by IT700.

Q: What is the difference between the broadcast repeating and Unicast routing?
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A: Broadcast Repeating - when a Broadcast packet is received, the node first checks if it already repeated
this packet or if the number of allowed hops to transmit the packet is exceeded. If so, it will not repeat the
packet. If not so, it will broadcast the packet to the line. This method may cause high congestion of
transmissions as many unnecessary transmissions may take place using this flooding mechanism.

Unicast Routing — Unicast Routing enables transmission only by the minimal set of nodes that are on the
correct route to the destination and doesn’t cause network overload. Unicast packets sent from the NC to RS
are routed using Source Routing. Unicast packets sent from RS to the NC are routed using Table Routing.

Q: Does the Y-NET support mesh network?
A: The Y-NET network supports mesh network with two limitations:
e The NC needs to be online most of the time

e The RS need to have direct communication with each other.

Q: Does Y-NET support “self healing” of nodes that losses connection with the network? Is this an automatic
process? What happen if there is no alternative route?

A: The processes of connecting to network, link optimization, link recovery (self healing) are all automatic
processes handled by the Network Layer in IT700. Nodes will "self heal" only if an alternative route
physically exists. In case the node has no alternative route (no physical communication to any node in the
network) there is no option to reconnect to the network (you can’t find an algorithm that finds an alternative
route when there is no physical link). A node which loses its link will continuously keep on searching for an
alternative route. The NL not only provides link recovery it also assures that the link to/from the NC is the
optional link available. An RS connects to the network with distance of three hops from the NC, after some
time the power line conditions changes and a link with 2 Hops distance from NC becomes optional — that RS
will automatically optimize its link by replacing its parent and its distance to the NC to 2 hops.

Q: What is the bandwidth used for the Network Layer maintenance?

A: The data generated for Network Layer formation and maintenance is planned not to exceed 10% of total
network capacity (maximum bandwidth). This means that the internal IT700 timers for background network
processes must depend on the number of nodes participating in the physical network. The timers are
configured automatically according to the “Network Size” parameter (see Appendix A.1). The “Network Size”
should be configured to the maximal number of nodes operating under the same physical network.

Q: Sometimes after shutdown of an NC, the Node ID of RS is set to 0x0001. Is this expected? Is this the
default?

A: Once a node looses connection with its parent it will try for some time to reconnect to another parent. After

it fails to reconnect to a parent, it will set its address to default (Network ID = 0, Node ID = 1) and try to rejoin
to any available network.

Q: What happens if I send a packet to the address of the RS itself? (2 bytes Node ID or 16 bytes S/N)? Does it
get transmitted at all, or just loop backed inside remote?

A: When you transmit an Intranetworking Unicast to your own Node ID, the packet will be looped back
without going to the power line. When you transmit an Internetworking Unicast to your own S/N, the packet
will go to the power line and filtered by all nodes.
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Document Control

Rev Date Description
10 February 1, - Initial Release
) 2009
- Appendix B.3 (Parameters Configuration during Init) updated
11 March 26, - Appendix B.5 (Safe Mode) updated
’ 2009 - Appendix B.6 (S/N Settings) added

- Network Size maximal value updated

- Connect to NC and Parent ID order reversed.

- Section 6.4.5.2 — status field in response only.

- Table 6.31 Priority label definitions.

1.3 | May 27,2009 | - Table 6.40 Priority label definitions.

- Table 6.41 Priority label definitions.

1.5 July 1,2009 | - MAC parameters table (parameter 83) corrected.
1.6 | August 6,2009 | - Table A.4/A.5 corruption corrected.

1.2 | April 16,2009

17 September 2, | - Get Node Information command added.
) 2009
-The “Y-NET Protocol Stack Overview’ section was removed from this
document (detailed on separate document)
- “Connectivity Status with RS (NC Only)”, “Remote Parameters
Changed” and “RS Left the Network (NC Only)” Indications added.
-“Get NC Database Size (NC Only)”, “Delete Node Information (NC
Only)”, “Set Distributed Parameters List (NC Only)” and “Get Distributed
Parameters List (NC Only)” Commands added
- Eeprom Capacity options added to section 3.5
- Y-NET Stack Debug Parameters table added in A.2
February 7 - BSP Description added in Appendix B.4
2.0 2010 ’ -‘Recommendations for Polling based Applications’ updated in section

C.3.

- ‘Configuration Tables’ format changed. Instead of 5 configuration tables
(System. Stack, MAC, NL Management and NL Data), all parameters are
details on single parameters table — see Appendix A.1.

- ‘Read Route Entry’, ‘Get Route Table Size’ and ‘Clear Route Table’
commands removed (replaced by ‘Get/Delete Node Information
commands’)

- “Clear Address DB”, “Get Address DB Entry”, “Delete Address DB
Entry” commands removed (replaced by ‘Get/Delete Node Information
commands’)

- Update of optional values for “Reason” field in “RS Left the Network”
indication.

2.1 | April 25,2010

- Update of ‘hops’ field description in ‘Packet Tx’ command (see section

2.2 | June 28,2010 5.4.5.1.1).
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Important Notice

YITRAN Communications (YITRAN) reserve the right to make changes to their products or to
discontinue any product or service without notice, and advise customers to obtain the latest version of
relevant information to verify, before placing orders, that information being relied on is current and
complete. All products are sold subject to the terms and conditions of sale supplied at the time of order
acknowledgement, including those pertaining to warranty, patent infringement, and limitation of
liability.

YITRAN warrants performance of its products to the specifications applicable at the time of sale in
accordance with YITRAN’S standard warranty. Testing and other quality control techniques are
utilized to the extent YITRAN deems necessary to support this warranty. Specific testing of all
parameters of each device is not necessarily performed, except those mandated by government
requirements.

CERTAIN APPLICATIONS USING SEMICONDUCTOR PRODUCTS MAY INVOLVE
POTENTIAL RISKS OF DEATH, PERSONAL INJURY, OR SEVERE PROPERTY OR
ENVIRONMENTAL DAMAGE (“CRITICAL APPLICATIONS”). YITRAN’S PRODUCTS ARE
NOT DESIGNED, AUTHORIZED, OR WARRANTED TO BE SUITABLE FOR USE IN LIFE-
SUPPORT DEVICES OR SYSTEMS OR OTHER CRITICAL APPLICATIONS. INCLUSION OF
YITRAN’S PRODUCTS IN SUCH APPLICATIONS IS UNDERSTOOD TO BE FULLY AT THE
CUSTOMER'’S RISK.

In order to minimize risks associated with the customer’s applications, the customer to minimize
inherent or procedural hazards must provide adequate design and operating safeguards.

YITRAN assumes no liability for applications assistance or customer product design. YITRAN does
not warrant or represent that any license, either express or implied, is granted under any patent right,
copyright, mask work right, or other intellectual property right of YITRAN covering or relating to any
combination, machine, or process in which such semiconductor products or services might be or are
used. YITRAN’S publication of information regarding any third party’s products or services does not
constitute YITRAN’S approval, warranty or endorsement thereof.
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